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X% F NetScaler CPX

NetScaler CPX @— 1" E T AN BIEFRIERIZS, TJLATE Docker EH LE#HITE,
NetScaler CPX & P REEFIF Docker 512IhgE, HAETRBINNBERER NetScaler faEF
HIREEIEINEE. Ko U7E Docker EN _EJF—1N3Z ™ NetScaler CPX SEBIERE J9Ih Iz LA,

— NetScaler CPX A2 {ft=5X 1 Gbps &ML=,

£ NetScaler A2, NetScaler CPX {BIFHMIEERLE] Kubernetes IF3E/H, HHRL
NetScaler =RER A EMIAMERD . NetScaler =REMRAEZAIFEENIEE Kubernetes X
RIR, RE. BBMEIRNZNRENAZER. /A NetScaler IREMRFE, I UHR
Kubernetes IFIERI BRI R AT SEEZ 2%, BEXEZER, 1B5EE NetScaler IRERRF .

AN HEREERATE Docker RETERIE, B X Docker BIE R, 15EIR <https://
docs.docker.com> %bAY Docker 344,

2 FFR9TheEE

NetScaler CPX 2L FINEE :
- AR BN

o L4 AFTFEHM L7 ARY)R

o SSL E#

o IPv6 TiEe iR

> Microsoft SQL. MySQL &
o AppExpert 3R

o ITRERARES S

o RARMRIFFNITRIEIA

o BIESERE MY

- AR

o B ImMARSSEE TCP L1t
o RFEEM

o AppCompress

© 1997-2026 Citrix Systems, Inc. All rights reserved. 6


https://docs.netscaler.com/cn/zh/citrix-adc/current-release/cloud-native-solution.html

NetScaler CPX 14.1

o AppCache
- NARRTEY

o L7 EEMMmLiZZ:
o L4 DoS Bhf
o L7 DoS Bhft

o Web N AR AL (WAF), NetScaler CPX #5Hth NetScaler NS FI X IH8FRE
WAF Ih8E. B X Z#FH WAF TheERIE R, 1EEI% NetScaler Web R FRTZFBAE,

- TCP ihifAL

o ZRRFETCP

o ZHHEIEINIRELS] (BIC) F1="x TCP
- EEAEEY

o Web E/L.\lai

> AppFlow®

o NetScaler® N 3T EIE

o REDM

- AR
- ENEF
« BGP EHAMEEAREREEA (RHI)

=3

HC4A NetScaler CPX 1&&# O (Linux £41) Y Rx. Tx. GRO. GSO #1 LRO F#[OIheE
E%ﬁﬁao Eﬂﬁ& NetScaler CPX i§%1$.u:)—é, 53%’17] 1}31%*%**%)'*11_,\0 ﬂ:tﬂ; JH:%?%DEI‘J
MTU BEEZ A 1500 FT5,

XFHFS

NetScaler CPX Z#FUTEE -

« EERYFET
« £I1§ OpensShift
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s NBx:

o W3 M Kubernetes ARSS (EKS)
o Azure FEANHFET BRSS (AKS)
o Google EEARIHHR 5% (GKE)

o« =1

* Pivotal B3R5 (PKS)

 Docker 1.12 XEEIRA
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I

ZRNIRER

AT NetScaler CPX FHERRZEMFRE . NetScaler CPX BRI IUEREE TR To

WIRIT Docker E#1_LEFNE NetScaler CPX S£4BF, Docker 5|Z£1E CPX 24| ESIE— N EilE
A ethO, It eth0 FOE#EEE] docker0 M#F LBIERIEO (veth*), Docker 5|Z1EEH
NetScaler CPX 24 B2— 172.17.0.0/16 P IP bk,

CPX S2BIRERIAN %k =2 docker0 FAFEY IP #hdik, XEBKE S NetScaler CPX SEAIRYERIBEE =2
J8id Docker &SRB, PTE M docker0 MIFHEWBI AL REESH NetScaler CPX 3245 _ERY eth0
W, FE NetScaler CPX #iE a5 |20 I8,

TE%BT Docker 41t NetScaler CPX LHIB9ZRH,

NetScaler

CPX Packet

NetScaler CPX Docker Container
(172.17.0.4/16) |

(veth*) DockerO Bridge
(172.17.42.1/16) Linux Docker Host

NetScaler CPX FRyE— IP iﬂ’.il]:ilﬂfﬁ.llf’ﬁ

EHEY NetScaler MPX T, VPX ISR EEE D= IP it FREITTT

« #F/9 NetScaler IP (NSIP) Hilit R EIE IP Hhiik
s BF5ARSERIAEEHITM IP (SNIP) ik
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- BTEREPmBERIELIARSS S IP (VIP) it
NetScaler CPX SLEIERA—18— IP #ibm1T, Izttt B FEEMBEERE,

EFMEHRIE], Docker 5|2{X 9 NetScaler CPX 29 EBi— N EAF IP itk (88— P #hhit)
NetScaler SEFIFY=" IP THEEE BE)— IP stk b, thep— 1P It ERARARMNIEOSRKTY
NSIP. SNIP #1 VIP,

TEIRB T tNE{ERE— IP It IT NSIP. SNIP # VIP B9IhEE.

NetScaler Appliance: MPX or VPX

N5IP: 10.102.29.100

VIP: 192.168.x.x «fisss S B SNIP: 10.102.29.201

NetScaler CPX on Docker Host

(NSIP)
172.17.0.4 : 80

(SNIP)
(VIP) 172.17.0.4 - aoao- 172.17.0.4 - xooox (any free port)

Single IP address
(172.17.0.4)

NSIP + VIP + SNIP

JRE NetScaler CPX SLHIHIE RN AE R

Docker PRTVECE IP ZRF NAT #10, LUFIRE NetScaler CPX L8977 & F M@ docker0 IP Htik,

TEIRHEA T JRE NetScaler CPX SEIAY ping &R0 EX B 4xRo
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NetScaler CPX Instance _ EpTS,
(172.17.0.4/16) { Ping 216.58.x.x

Source IP: 172.17.0.4
Destination |P: 216.58.x.x

(veth*)‘ DockerO Bridge J

Linux Docker Host
(192.68.x.x)

| Source IP: 192.68.x.x
Destination IP: 216.58.x.x

(216.58.x.%)

LRI, ping IEKHA eth0 O LWEIET5ZE &%, R IP #ik/9 NetScaler CPX IP it
(172.17.0.4), #Af5, Docker ENHITMLSMILIEIR (NAT), LURFEAN IP H#i3k (192.68.x. x) AN
TR IP M3k, FRFEKAZXEIBAT (216.58.x.X)o K EHBIF IP M AER ERR R ER

Docker MMM HIT NAT, FHIFMHNE %A F eth0 3O _ERY NetScaler CPX 3241,

RBENBRENIERN AR

RNTERANEREE, EFNE NetScaler CPX BY, NI EESE, LUE Docker BER LA, H
70 80. 22 MIEREMNEMEMIEO, MREFERBREEFAEZENHO, NMHATTE Docker
FANLEE NAT FNLAfEX Lm0 7] o

JRE Internet & FinmiEKE Docker AW, FAfE Docker EMAITim O MUFEHE (PAT), LU
RH 1P b0 EE O BRETE] NetScaler CPX SKHIRYREA IP it MmO, HfFREF AF)ZKH,

TEIR/T Docker ENANAHAITIR OAMAULFEIR, LU REST A NetScaler CPX BYEA™ IP #ilitFim
Ho
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NetScaler CPX Instance
(172.17.0.4/16)

.............. @Eth0) |

{veth*}‘ Docker0O Bridge

"‘

Linux Docker Host
{192.68.x.x)

“"‘*E 192.68.x.x:1100 |

t;-;mél

Internet

% SSH 192.68.x.x:1100

(216.58.x.x)

EIbRBIF, Docker EAL IP it} 192.68.x.x, NetScaler CPX SEEIAIEA 1P itk
172.17.0.4, NetScaler CPX SEfIfY SSH i 22 MEFE) Docker EH_EAIIHO 1100, KEEF i
B9 SSH iE3K7E IP itk 192.68.x.x BYiHM 1100 £, Docker MM TIHOAMURIR, FFittitit
MmO EIERO 22 ERVEA IP #lIE 172.17.0.4, HEEEFIHAER,
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NetScaler CPX ¥FA]

NetScaler CPX @—MEFABRHNNBREFRIESIZF, FI7E Docker TN EFE, AFXHEFMAR
SN BEREFEHITAE TS, EEERESIFAIMN NetScaler CPX FRERSBIFHIN BAREFRAMHE
fE. NetScaler CPX &4 iFRIFIETAY Citrix Platform B¢ Universal Hybrid Multi-Cloud 8],
FiB NetScaler CPX SEf{S5@id NetScaler Console (JABIF#J NetScaler ADM) K1,

NetScaler Console Je A MEEM SARZMMAZ . BRI LIER NetScaler Console BIZFFE
NetScaler AFIEHIM B EFERESZ = (UHMC) 5 Citrix FFE1F8]3E (CPL) ¥FH],

B X AHERE NetScaler Console IfE R, 1EEIH AthEE NetScaler Console, & % NetScaler

Console fRZBIE R, 15214 NetScaler Console fRS3.

NetScaler CPX o] 38!

LT ZEAM NetScaler CPX iFH] -

+ NetScaler CPX CPX Express - &, U & AR A0 Kubernetes NetScaler
 PF NetScaler CPX — £/ figE. I TRHARE

NetScaler CPX ¥ & kR

NetScaler CPX Express — Mgl FAMEEEN =EBRE IR EA, HIEM Quay FHERE T
NetScaler CPX 3LflBY, NetScaler CPX Express iR XA FHF NetScaler CPX 32, NetScaler
CPX Express FAI1R{HFTA NetScaler CPX IhgE, B X CPX ZHFHITHEERVE R, 1EEIH About
NetScaler CPX, NetScaler CPX Express #2fft NetScaler 11Xz, BRI MEIZH,

NetScaler CPX Express #FraJ#ff 100 Mbps FERAE, E1/9 NetScaler CPX LI EF 0],
URBERNAE. ATEFBEHRBEUZH,

M NetScaler CPX 14.1 i 17.x FF#R, NetScaler CPX Express iFRIFYHZEM 20 Mbps 170
F] 100 Mbps, EINAYHFME Kubernetes FF & A RBERSIRXFE NetScaler 1K1,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 13


https://docs.netscaler.com/zh-cn/cpx/current-release/about.html
https://www.citrix.com/buy/licensing/product.html?srsltid=AfmBOopRQTo5gd3uU_M81ETdxFZMcY_PXK0ThE5lgHsfVKWAuRPbbqGH
https://docs.netscaler.com/zh-cn/netscaler-application-delivery-management-software.html
https://docs.netscaler.com/zh-cn/netscaler-console-service.html
https://quay.io/
https://docs.netscaler.com/zh-cn/cpx/current-release/about.html

NetScaler CPX 14.1

I FH NetScaler CPX

7E April 15, 2026 Zf5, LAS S8 EFFA NetScaler SEFMIME—A T, 235 NetScaler Flexed
¥ A] (CPL/UHMC). &4 NetScaler 5 MIFA], 1 LAS ¥#E/5, NetScaler CPX Xz F
NetScaler Flexed i8] (CPL/UMC) 5i{£4: NetScaler i 3iFr], BXEZELR, BFEH TED)
SRR U T RE ZIFAME R

NetScaler CPX 2z 380t{b A

=& BAHTR BT NSRS BASEHIE RV TR BT
NetScaler 40000 }FE 20 JR LR 1 16 10 JELEEAF/
CPX D XEORTF # #
CPU =,
RRE,

Citrix BRIETENETFTAE=M=RFLXET NetScaler CPX JHFESIREZKAIFrIIEE, —
BH&EME, SRELAESHHTRHEER,

NetScaler CPX B 20{a T{E?

NetScaler CPX #{LICPLIUHMC 78] | — 1 AHFANEM, &R NetScaler CPX LR LA P E
H—PFIFANE, HORIREFREN ST, HLFABEEXLREN, ESMEITREAH
A, EXER R EEMEERSEAIER,

NetScaler CPX 174 : B NetScaler CPX SEHEHEA 1 Gbps IEMHERY, NMWEFIMEH,
MmAMNEEIFENEMZE . NetScaler CPX UXMA RiB1T, EEFTEHMHAZEKE] 1 Gbps. HI40,
215 NetScaler CPX SEfI5HFE 200 Mbps &%, ERMERASEHNFRIIEM, MARFRM. EE, W
R NetScaler CPX S2f;E#E 1200 Mbps H&FME, MET 1000 Mbps MSEFIARER, FRET 200
Mbps M\ A FREE.
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Ingress traffic LAS
(SSL) (Citrix Cloud)
%X

management ‘r

traffic l NetScaler
I Console
; A

/; NetScaler é DA _,..o*\ - I

| CPX J
I NetScaler
o Console
Agent
NetScaler
Ingress <S>
Controller @
Apache App
(HTTP/s) OPENSHIFT

-

kubernetes

DC 1 (Onprem/Cloud)

NetScaler CPX Rl T{ERIE -

1. IR& NetScaler {CIEARS S A NetScaler {tI25 Citrix Cloud 2 &#1T LAS ],
2. BB Console Container {CIEFH7E NetScaler {LIEBRSS A M NetScaler {IE LB ERE,
3. ECi& NetScaler CPX R HEBE NetScaler CPXo
a. BB, NetScaler CPX 2@ Console Container RIE&EIFAEEAMER, EENEREL
5 NetScaler fLIEARSS S A NetScaler LIE,
b. NetScaler f{IEARSS A NetScaler XEEEAM NetScaler CPX H e 2o

c. WNSRM{E/UHMC/CPL =ik blob AT, MEFiFA]IE,

20{a]3F 7] NetScaler CPX?

NetScaler CPX i&id NetScaler fIEARSZHAMEPEIRFIF ], E1F 0] Kubernetes E£E#HHY
NetScaler CPX 324, EEBZE £ Console BB, SNEEH— MBI FrZEHTHFE
NetScaler CPX 32,
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FaEAET LAS B9 CPX i8]

1. FoREHE . WIEF NetScaler Console Service B NetScaler Console AMERERETF LAS
e

2. 7EEBE7T NetScaler CPX £f# Kubernetes B E T A 28H Console LI,
a. LUF=E7 NetScaler Console fREEFPEIEE T AR50 Console RKIBMT .

i. {5/ HELM chart

ii. {#M OpenShift Operator
b. LAF279 NetScaler Console A#EIER P EEE T A 238 Console {IENFIE,

i. {#H YAMLs,
ii. M OpenShift Operator,

3. Ft%Z| NetScaler CPX 14.1-51.x B RMRALUZFET LAS B9FAl, B X RHHY NetScaler
CPX #B8&, &% CPX HELM chart, XM CPX HELM chart B9 ' values.yaml BE#HLAT5a%!
TEUZIFET LAS B9,

a. licensingMode : las
b. ADMIP: <Console Container agent Service IP> - M NetScaler Console ZAMIERE L]
ARS38Y Infrastructure > Instances Dashboard > Agents &840 § HIA 2L P ik,

=7

ADMIP: <Console Container agent ServiceName.Namespace> - M NetScaler
Console AMEREHARSZHY Infrastructure > Instances Dashboard > Agents 2% § HI&
282X HOoSTNAME , HIFHSHERRIER 62—k,

c. 'loginSecret : NetScaler Console B2 RIEERERIFMER,
i. MMREET YAML/HELM B9ERE, S TIRHIEM NetScaler Console AMEBE FHARS 4
BIZEHEIERIE YAML RHR AN AR ID M iF4E 2 62 Kubernetes secrets,

ii. EETF OpenShift Operator FIEBER, EHMELZELIET NetScaler Console &R
secret ((BE[7 loginSecret FEX) o EAIATEILLAMEREHERAY secret £

iii. bandWidth: 2A Mbps A 28E. H%, 500 Mbps.
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b

master ~ / values.yaml

Blame

# NetScaler ADM/License Server config details
ADMSettings:
licenseServerIP:
licenseServerPort: 27800
ADMIP: ""
loginSecret:
bandwWidthLicense: false
bandwWidth: 1080 #bandwidth value shoule be in Mbps
vCPULicense: false

cpxCores: 1
platform: false
licenseEdition: PLATINUM

licensingMode: "" # “pool

# For li singm las L

d. NetScaler CPX iR INfS, NetScaler CPX LfIH %A ER7E NetScaler Console A MIERE
S ARSZ N R A,

net>scaler | Console Jan 20 2026 08:18:07 UTC (¥ n
Premium Advanced Standard VPX
1.025 Thps 20 Gbps 5Gbps 1,045

3 Gbps 0 0 1

Licensed NetScaler instances (1)

HEZ NetScaler CPX ] [/

o I&JF NetScaler CPX i8],

o {5 oc exec -it <CPX POD name> --bash ERZF] NetScaler CPX, AET1T

cli_script.sh "sh capacity" MU&EZELFRH 2aiHo

o 3817 cli_script.sh "sh license" MIZE Licensing mode: LAS 1&,

« &K NetScaler Console ARS A ERE FHIE IFA] NetScaler CPX 3241,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 17
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o T£ NetScaler Console IR AMERE GUI £, F#ZE NetScaler Licensing > Flexed
licensing > Dashboard, F## % NetScaler Console AR f 1%,

© 1997-2026 Citrix Systems, Inc. All rights reserved.

18



NetScaler CPX 14.1

NetScaler CPX ¥} Kubernetes &N
FF

Kubernetes @3B hiFEN. FEIENAMETN R ESERSE DAL, UHRNARERFERTIBIL
FHRFMEER, NetScaler CPX MEMR T M ENEohIFNAEEZIENN., EZIFEIEN, %
AR Kubernetes {X7E NetScaler CPX 5T£i51TH (WIRBEE) BERINTERIFEIES Y F 1~

MEBBET,

B AR, EolbiRe N AER AN, HARALEEHCE LM T Y SEE,
Hoh—LegrfhaI3E ¢
o IRIBAVTHEEIE | IR NetScaler CPX Y1 EFIF ARG RN F KR E,
« BTSN | BIERTERNBSRUMNBIERIRE
o VFANEOIE © YfEF  LAS_CPX_BANDWIDTH E#8Y, ZERFMERSERIFEHES HEIN.
o {EHAIR1E | AN 2R B BERN R ST,

ERMAEIENEE NetScaler CPX (14.1-72.x HESRA. B X IENNEINFMER, FS
%] Kubernetes B X14,

79 NetScaler CPX Egi& Kubernetes #£l

ZE 9 NetScaler CPX BREIEN, 157E Kubernetes EBE YAML XEHE MIENEEL,

fi5F CLI EREiRN

PRIBIRAIERE YAML X1, L& S Kubernetes AT I9IE NetScaler CPX BRasRSHVIFE exec n
AN

Mo

BEEESHEN : I TRIBEER, MUAR Kubernetes HF 14131252, NetScaler CPX i&@id
BUE {{/tmp/cpx_started}} XHREBREINER. BEEBERSHIFNLEMILEEE, UBMEREEIOERF
R BISE A .
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startupProbe:

exec.

command :

- 1s

- /tmp/cpx_started

initialDelaySeconds: 30

periodSeconds: 5

failureThreshold: 20

successThreshold: 1

timeoutSeconds: 1

ECERAE R | AU TRBAR, UEX Pod AR ASEFES

32 /tmp/cpx_ready X, IRIEHE

IFeERIBLEXH. BN, EXTERMIE

KU E RIS REZEAF Pod,

readinessProbe:

exec:

command :

- /bin/1s

- /tmp/cpx_ready

failureThreshold: 15

initialDelaySeconds: 60

periodSeconds: 30

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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successThreshold: 1

timeoutSeconds: 1

BCBEERERET | AU TRBAER, U THFENIER SN TRT. EHE YAML REX
TEIAERRET, UTETITHEHE CPX BTk L. SIRRERM, Kubernetes REFEEHAERUAMNT

BERERSHIRE. tAFLEE BEhEFHCIZETMNE CPX LRI MRN AIZF A A%,

livenessProbe:

exec:

command :

- /bin/ping

= =@ i

- 192.0.0.1

initialDelaySeconds: 10

periodSeconds: 5

failureThreshold: 3

successThreshold: 1

timeoutSeconds: 1

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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£ Docker B2 NetScaler CPX 526

NetScaler CPX S2f5fE0 Docker $R{GXHTE Quay Bas/EMRF M, EEELHI, M Quay &
B3EMER T E NetScaler CPX 515, SAGfEMA docker run 4% 3{ Docker compose T EEREL

o

FoRFMF

R
« Docker FNARAZEVER .
o 11 CPU

- 2 GB RfF

p=3

AT IRIGEHFRY NetScaler CPX 1488, EAILIEXHE NetScaler CPX SLAIEnhByAk
H5 | ¥ E, WFERNNEDIINNLBIES|ZE, EHR Docker FHETEZEFER
VCPU #=H GB N1F. flil, tREBARM 4 MEIE5|ZE, Docker ENHMANETE 4
™ vCPU #1 4 GB 1%

&

« Docker ENZFRSE1T Linux Ubuntu 14.04 S{E SR,

o FHERFK LERET Docker 1.12 iRo B X 7E Linux &3 Docker IS8, 15E1% Docker 14

o

« Docker ENIEE Internet &%,

7EE | NetScaler CPX 7£ ubuntu 16.04.5 kiR A&, AZARA 4.4.0-131-generic L3E1TEI7E7E(R]
o, FLt, REINTE ubuntu 16.04.5 MiRA. PIZARZA 4.4.0-131-generic £3i51T NetScaler
CPXo

AR . LUF kubelet #1 kube-proxy R AFE—LLZ2RA, REIF NetScaler CPX 5XLERR
A—iELfEA -

o kubelet/kube-proxy v1.18.0-1.18.3
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o kubelet/kube-proxy v1.17.0-1.17.6

o kubelet/kube-proxy <=1.16.10

B X fAERILRRENGER, BERERELLRE.

M Quay T &, NetScaler CPX BR{R

SOl LUER  docker pull a3 M Quay BER/EMER T E NetScaler CPX BUKFHIF EH BB R ZRVIF
B, FARAUTHESM Quay a5 /23R T2 NetScaler CPX BRF :

| docker pull quay.io/citrix/citrix-k8s-cpx-ingress:13.0-XX.XxX
Blan, MNREETHAA 13.0-64.35, HFEAUTHS -

I docker pull quay.io/citrix/citrix-k8s-cpx-ingress:13.0-64.35
ERLU T e IEIE NetScaler CPX B2 E B &R 27T Docker BR{§H -

root@ubuntu:~# docker images | grep 'citrix-k8s-cpx-ingress'

quay.io/citrix/citrix-k8s-cpx-ingress 13.0-64.35
952a04e73101 2 months ago 469 MB

EAIAM Quay BaFEAR SPERFTEY NetScaler CPX R,

{ER docker run fp5HEP=E NetScaler CPX 524

EEH L, ETLUERBEMNER TN NetScaler CPX Docker BUYKTE Docker B2ahZrit
NetScaler CPX 32, £ docker run @4, TEEHZXIA NetScaler CPX EZiERY NetScaler
CPX 324,

fERLLT docker run 8537 Docker 28 E &% NetScaler CPX 324 :

docker run -dt -P --privileged=true --net=host -e NS_NETMODE="HOST” -e
CPX_CORES=<number of cores> --name <container_name> --ulimit core=-1 -e
CPX_NW_DEV='<INTERFACES>' -e CPX_CONFIG='{“YIELD”:”NO"}’' -e
LS_IP=<LS_IP_ADDRESS> -e LS_PORT=<LS_PORT> e PLATFORM=CP1000 -v
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<host_dir>:/cpx --name <cpx_container_name> <REPOSITORY>:<CPX-
IMAGE_TAG_IN_QUAY>

docker run -dt --privileged=true --net=host -e NS_NETMODE="HOST" -e
CPX_NW_DEV='ethl eth2' -e CPX_CORES=5 -e CPX_CONFIG='{"YIELD":"No"}' -e
LS_TIP=10.102.38.134 -e PLATFORM=CP1000 -v /var/cpx:/cpx --name cpx_host
quay.io/citrix/citrix-k8s-cpx-ingress:14.1-X.X

R BIETF NetScaler CPX Docker BRIRBIE T — 1N mycpx BIAZR.

P BHEBEIEM, Tk Docker Bt NetScaler CPX Docker BYKFE RSSO, X
BR&ERfIm 9080, 22, 9443 #1 161/UDP MRS E|IM A P E MCEE R RENEER Docker E41 ERYLH
Ho HITLLBRETE AT e HZE, MNRELUFTER— Docker N _LEIEZ ™ NetScaler CPX &

2, IHOMFZHEN, HESRARENHENEHNIEE, HONFERANOT !

9080 AT HTTP

9443 FF HTTPS

22 F7F SSH

161/UDP F3F SNMP,
MRBHITES I ABRES, 18R -p BEFLE,

--privileged=true EIMAFEFIRT TiE1T888. WREEENEZIEILTE1T NetScaler
CPX, MZEZEE NetScaler CPX IRIEFIE RGN

BEHEER TETEERENHZ MO NetScaler CPX, fERILUER  --cap-add=NET_ADMIN
EIM A EFAAE R,  --cap-add=NET_ADMIN EINfHIEREENR U ST EMMLEIFIUETT NetScaler
CPX A28, {#F --cap-add=NET_ADMIN JX&IfES, i57E docker run S8 A  --sysctl
kernel.shmmax=1073741824 --sysctl net.ipv6.conf.default.accept_dad=0 --sysctl
kernel.core_pattern=/var/crash/core.%e.%p.%s EMFENHITEHMRAGIEFIGE, XL
HNRGIEFIEBEEFIESIE R T A= B 55T M.

**_-net=host E—"TTHERY docker run B8 HIETL, EIEE BT NN HLPITITH TN
[BIFRA M8 &o

INRIBETIES T WEE T, 51T NetScaler CPX, i5ZB&IEI%EIR,
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-e NS_NETMODE="HOST" &— NetScaler CPX {FEMNIFETE, RIFEIERE NetScaler CPX X
FHIRNXERN. —B NetScaler CPX UFEHIEREDN, EEEN LEE 4 £EARY iptables
N, BFEIRIE NetScaler CPX, BERAMTHRO :

e 9995 HF HTTP

* 9996 HHF HTTPS

e 9997 A+ SSH

* 9998 AT SNMP
MRBIEEARMGO, AIUERUATHEES

« -e NS_HTTP_PORT=
« -e NS_HTTPS_PORT=
« -e NS_SSH_PORT=

« -e NS_SNMP_PORT=

#N0ER NetScaler CPX ENHER TMEER TiE1T, BRKLEFETE,

-e CPX_CORES =—"NAJi%ERY NetScaler CPX 3 ERIET £, Fr]LUEEENXF L NetScaler
CPX BREsEoIRIbIES | B E 8= NetScaler CPX SLfIBY 4 EE,

AR

o WFIERMEDTNRIES|ZE, IR Docker THEASHEEM vCPU UL GB H&
IR TE, Fla0, W0REREARM 4 DIESIZE, N Docker ENHMETE 4 4 vCPU 1 4
GB 1%,

« NetScaler CPX 2§ 1 B 16 ™D

-e EULA = yes —PiRHIMR NetScaler CPX FENIBELT &2, FETCRWILECIRIEHIEHELL
TIBRENRLBFPIFAI MY (EULA) : Citrix ] RFAH.

-e PLATFORM=CP1000 Z#I5%E NetScaler CPX i rIIESE,
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WRIEEFENMLEHETT Docker, AJLAER -e CPX_NW_DEV IFET =79 NetScaler CPX B23%
FEEAMEEO, EFEEEXAUAERDRIIMEEL, B8E XHNMEE O H NetScaler CPX &Agr
#H, BRREZ NetScaler CPX 83, X NetScaler CPX RE#ECER, PAE D ECAIMLZIEOER
JHAINE] NetScaler & a& ZEiaH,

INRIBIETIEMLE BT NetScaler CPX, ERIUENAIEMLE, HM0, AAREES— W
LEERDMRMEMLE, ARG, BAREFEE NetScaler CPX BRI LUFEHEHFEHINE,

docker run -dt --privileged=true --net=host -e NS_NETMODE="HOST" -e
EULA=yes -e CPX_NW_DEV='ethl eth2' -e CPX_CORES=5 -e PLATFORM=CP1000 --
name cpx_host cpx:13.0-X.X

-e CPX_CONFIG =—" NetScaler CPX fFEIFETE, _JIJ:,.,\T"”%'J NetScaler CPX B2sHIEMH 2
8E. = NetScaler CPX RIREIE[IE AREHITRIER, EREZERNEAEILE CPU, NMERE
ITEMREET, EXMERT, ErILUER CPX_CONFIG Iﬁ“‘*%"%ﬁﬂ] NetScaler CPX &2889
BEMEE, BMFEELLISON I E  CPX_CONFIG IMRETEIRMLATE !

o WNRIZAHE NetScaler CPX REBREZERNIZRPILE CPU, JBEX  {"YIELD” : “Yes”}

o MNRIFFL NetScaler CPX B EERN = FEFEILH CPU, MUERESEHSMEE, BEX
{”YIELD" : ”No"}

docker run -dt --privileged=true --net=host -e NS_NETMODE="HOST" -e
EULA=yes -e CPX_CORES=5 -e CPX_CONFIG='{"YIELD":"No"}' -e PLATFORM=CP1000
--name cpx_host cpx:13.0-X.X

docker run -dt --privileged=true --net=host -e NS_NETMODE="HOST" -e
EULA=yes -e CPX_CORES=5 -e CPX_CONFIG='{"YIELD":"Yes"}' -e PLATFORM=CP1000
--name cpx_host cpx:13.0-X.X

v BHE—1NLESE, FATISTE NetScaler CPX #HBER /cpx MEH S, EHa2TH L
HN—1PER, EaUEETES /cpx BRo. /cpx BREEHE. EEESXH. SSLIIEFMZ%O
AR, ELRAIR, HHSR /var/cpx , NetScaler CPX EHBERE  /cpX o

ZZEI%M)”’];’—Tﬁ—hﬁ‘ﬁﬁiﬁfﬁﬁﬁ—hﬁ, @A LI{EA -e LS_IP=<LS_IP_ADDRESS> -e
LS_PORT=<LS_PORT> &%#{, 1&id docker run epS A _EZ R AIEARSZ 23 H I E F Al IEAR S
%ET_LIEO 7_ *qllﬁ/R—F) n_.\ %‘Fﬁgﬁ EULAO
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docker run -dt --privileged=true --net=host -e NS_NETMODE="HOST" -e
CPX_CORES=5 -e CPX_CONFIG='{"YIELD":"No"}' -e LS_IP=10.102.38.134 -e
PLATFORM=CP1000 --name cpx_host cpx:13.0-X.X

Hep:

e LS_IP_ADDRESS Eifr[IEARZ328HY IP thdit,
e LS_PORT =IFAIEARSS2:AYIR .

RO UER U TS EE RS LIT1THMMKR AR M B iR £is OB ©  docker ps

{FH docker run FpHEPEEFRLERAY NetScaler CPX hivZ

NetScaler 2t 7 —1ERE4HY NetScaler CPX kA, TIEHZEFEVRETRRNGE. BERE4AMN
NetScaler CPX xR AR LUEA sidecar BREIEARS MIEEREH,

2245 H) NetScaler CPX hr A F A FIhEE
- AR BAM

o L4 SAERIE L7 RBAYIR
o SSL 1%
o IPV6 MY A%

- NAREFRE

o L7 EEMMNER
- BRAEEMY

o Web BH&RIER

o AppFlow®

L4k, NetScaler CPX BIf5 =R, iE1EHIT Docker run fHHEIIGE NS_CPX_LITE BT

I

docker run -dt -P --privileged=true -e NS_CPX_LITE=1 -e EULA=yes --name
<container_name> --ulimit core=-1 <REPOSITORY>:<TAG>

WUTRBIET NetScaler CPX MR RIE— MR EL A 2S,
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docker run -dt -P --privileged=true -e NS_CPX_LITE=1 -e EULA=yes --name
lightweight --ulimit core=-1 cpx:latest

ZANER T, NetScaler CPX ¥5f5ilk L £ newnslog HIAFIEZRAFEZARS. BEEATE, T
TIEE T NetScaler CPX #5 & RET Y NS_ENABLE_NEWNSLOG IFETHIZEBEN 1.

LUFRBERR T a0RTEERE NetScaler CPX f&{aihkBTEA newnslog ERHEIZR.

docker run -dt --privileged=true --ulimit core=-1 -e EULA=yes -e
NS_CPX_LITE=1 -e NS_ENABLE_ NEWNSLOG=1 cpx:<tag>

£ Docker Compose 82 NetScaler CPX 524

I&a]LAfER Docker B9 Compose T EXFREE ™ NetScaler CPX 323%™ NetScaler CPX 52
%ll, EfFEF Docker Compose Fli& NetScaler CPX 4, EAME KB E—D Compose X5, It
X{HIETE NetScaler CPX M. ZE NetScaler CPX SEFIFTH YR LUK NetScaler CPX S2a94%
FRo

HBFREEEEN _EZZ Docker Compose T E,

EWMEZ NetScaler CPX 324 :

1. {RE— Compose X1, He :

« \&lt;service-name> SR EINERIIRSS BT

« image:\&It;repository>:\&lIt;tag> 3R~ NetScaler CPX BKBITZAEEF AR A

« privileged: true 73 NetScaler CPX SR HFrERINER,

« cap_add /3 NetScaler CPX SEIR ML IBR,

« \&lIt;host_directory_path> FRREEJ NetScaler CPX SLIHEHRY Docker EH ERIE R,

« \&It;number_processing_engine> &AL NetScaler CPX LIS shHVMIES | BEHE, WTF
FPENRAIES|ZE, 1EH{R Docker N ZHFER vCPU # GB ATE. a0, MNREERM
4 M35 |%, M Docker EHHIAE 4 4> vCPU H 4 GB ATFo
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Compose X @ EEREEUTUTRABTHIEI

<container_name>:
image: <repository>:<tag>
ports:
- 9443
- 22
- 9080
- 161/udp
tty: true
cap_add:
- NET_ADMIN
ulimits:
core: -1
volumes:
- <host_directory_path>:/cpx
environment:
- EULA=yes
- CPX_CORES=<number_processing_engine>

- CPX_CONFIG='{"YIELD":"Yes"}"

CPX_0:

image: quay.io/citrix/citrix-k8s-cpx-ingress:13.1-37.38
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ports:

- 9443

- 9080

- 161/udp

tty: true

cap_add:

- NET_ADMIN

ulimits:

core: -1

volumes:

- /root/test:/cpx

environment:

- CPX_CORES=2

- EULA=yes
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% NetScaler CPX 57 IN%] NetScaler
Console

NREBEIBNISXLES G, HIFLEE Docker EH1_ERY NetScaler CPX S2i7INE) NetScaler
Application Delivery Management (ADM) X4,

IERI AT BRI E ADM BY S 2 5 ARINSE A,

ERMSER, e EEFEEXHHIEEB N ELAINENRKEL IP ik, SEFIEE IP #ibE
E, ELFIRRBEXHEEERIME NetScaler Console FISEHIMI A AFMEE, 3T EFhSLf)E
B, BE— 1 ERIAECEXHER A, i, ns-root-profile =& NetScaler SEFIRIERINBRE S,
A E X ERERIARY ADC BIEREIBE X . MREER T RAIMINEIERER, WA XL
BIEXBEXEFEEXH. NRERIMELFSERT RONERE, NHadkwERFIECEX 4
BEEXY, AREHAMIZER.

FoRFMF

HRIEE TR TIRE -
« 7F Citrix XenServer =% %7 NetScaler Console #i4, B Xi¥FES, 1521% NetScaler
Console Documentation,
 7£ Docker A EZET NetScaler CPX 324,
$¥ NetScaler CPX SEfIZ1NE] ADM :
1. 7 Web N5 859, $#A NetScaler Application Delivery Management B9 IP it (540,
http://192.168.100.1 ) o
2. H'APAMNBEFED, HASERERE, BIATEREIEN nsroot 1 nsroot,
3. SMEFILE \> SLH>“NetScaler’, SAFEH CPX IEDF,
4. BFHFRIN"LLTE NetScaler Console A7 INEFTHY CPX 24,
. “7%I0 NetScaler CPX'TIET . WMAUTSEHMNE !

(3]

a. fEEILLEEIR M CPX SLBIRYRTIAIE) IP #IEEHEE CPX SEAIRY Docker A2RHY IP HIERZ
i CPX Kfl,

b. & CPX SEAIMIECE XX 4.
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c. ERBERELHIALL =,
d. EERIE
e. ERRNERIE, ERIUALFMAREX, NNBEXNILEUEEREZRIZHF),

< Add NetScaler CPX

(@ Enter Device IP Address Import from file

Enter one or more hostnames, IP addresses , and/or a range of IP addresses (for example, 10.102.40.30-10.102.40.45) using a comma separator.
Enable Device addition on first time login failure

Routable IP/ Docker IP*
172.31.32.161

Profile Name*

Docker-profile v ’ Add ‘ ’ Edit ‘

Site*

| Onio-site v\’ Add H Edit ‘

Agent*
| >|

Tags

Key Value +

6. Bif AT,

MNRBEFAMESG, 1HIEE WL \> L6 \> NetScaler > CPX, EEFEEEHAMAILSG, A
[E M ERFRIE THIZIRP R EREI.

HERFIETE NetScaler CPX SEHIZINE] NetScaler

Console

BRI LUERIFIET 2 NetScaler CPX S2IZNE) NetScaler Console, ZARMNSEH, A
NetScaler CPX SEFIECEUL FIFELE =,

* NS_MGMT_SERVER - ADM IP #13t/FQDN
e (HOST - 7= IP ik
« [NS_HTTP_PORT - Tim EBREIHY HTTP fmE

e NS_HTTPS_PORT - Tim EBRETAY HTTPS iw[
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* | NS_SSH_PORT - T3 FRRETHY SSH tim

¢ NS_SNMP_PORT - T3/ _EBRETHY SNMP i

« | NS_ROUTABLE - (NetScaler CPX pod IP it J5% MAERER B, )
« NS_MGMT_USER —ADM FF#

e NS_MGMT_PASS —ADM 215

LM TF2¥ NetScaler CPX S577510%] NetScaler Console BY 'docker run @5l

docker run -dt --privileged=true -p 9080:9080 -p 9443:9443 -p 9022:22 -p
9161:161 -e EULA=yes -e NS_MGMT_SERVER=abc-mgmt-server.com -e
HOST=10.1.1.1 -e NS_HTTP_PORT=9080 -e NS_HTTPS_PORT=9443 -e
NS_SSH_PORT=9022 -e NS_SNMP_PORT=9161 -e NS_ROUTABLE=0 --ulimit core=-1 -
name test cpx:latest

{5 Kubernetes ConfigMaps ¥ NetScaler CPX L5700
FJ NetScaler Console

NetScaler CPX X #F:@1d Kubernetes ConfigMaps A& EH X 41 NetScaler Console sEfit,. E
ERLEMBA TN, NetScaler CPX FE—LIFIRETE, XETEFE 5T ConfigMaps H Secrets
EHMN—EXH—EEE,

T ErERNIFREEREA !

o NS_HTTP_PORT - iEET = _EBRESHY HTTP im0,
* ' NS_HTTPS_PORT - {5 T1m EMEIHY HTTPS %,
* NS_SSH_PORT - & T /= _EMRETEY SSH tm[,
* NS_SNMP_PORT - {57 77 m _EBRETHY SNMP imH,
FRTFHBIFIET 229, NetScaler CPX REEHR * HATUEMEI ADM RIEMNES. HWEEES
ADM 1{IERY IP Hihitaf FQDN 1F4R(E B R EHE, NetScaler CPX NEHEH X FREUER, 2
= IP #3t3, FQDN B9 ConfigMap fEAX H3E#E] NetScaler CPX LA 4R G, 23 ADM

LIBZHERY Kubernetes Secret 1{EA 433 E]) NetScaler CPX EHIBIH% %+, NetScaler
CPX EFAMAAENFIBERERRE, =11M ADM IEF M,

LA 2 NetScaler CPX YAML X FERRYRAI, EHA ConfigMap A Secret fEANH4H1EE
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env:
- name: "EULA"
value: "yes"
- name: "NS_HTTP_PORT"
value: "9080"
- name: "NS_HTTPS_PORT"
value: "9443"
- name: "NS_SSH_PORT"
value: "22"
- name: "NS_SNMP_PORT"
value: "161"
- name: "KUBERNETES_TASK_ID"
value: ""
volumeMounts:
- mountPath: /var/adminfo/server/
name: adm-agent-config
- mountPath: /var/adminfo/credentials/
name: adm-agent-user
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volumes:

- name: adm-agent-config

configMap:

name: adm-agent-config

- name: adm-agent-user

secret:

secretName: adm-secret

ARIEMREIR, EATRN adm-agent-config Y ConfigMap 1% “adm-agent-user Y
Secreto WL FEEIEFTE ConfigMap #1 Secret BB,

ConfigMap : ConfigMap @M% 9 adm_reg_envs HIXHFRIEMN, ZXHEE ADM IEH IP it
sy FQDN, &0 :

NS_MGMT_SERVER=adm-agent

£ R H, adm-agent = NetScaler CPX SEHIEEIAEIA ADM KIER FQDN,

ERU TR eI ConfigMap :

kubectl create configmap adm-agent-config --from-file=adm_reg_envs

AE . XHHWIEE adm_reg_envs T=E, HENIEHF)ERR | /var/adminfo/server/

o

Secret : {FAUTHSEIE Kubernetes secrete TEATEHSH, useri23 = ADM KIEAEF
%, ' passi23 2L,

kubectl create secret generic adm-secret --from-
literal=NS_MGMT_USER=user123 --from-literal=NS_MGMT_PASS=pass123
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E{E7EEEEFERE ADM KA, tRILTE Kubernetes 5282 ERE NetScaler CPX 241, HEA
FREMIMET EMBEH T, INREIE ADM RIEZH1EBE NetScaler CPX 32, NetScaler
CPX 54 =M, BEE| ADM RIESETM. —B ADM RIEEFESERM, NetScaler CPX LA
FEAESIMET MBS XHIRHNE B LHIER ADM I, XEMTHEEERTECLSHE
f§ 21 NetScaler CPXo

BEME] ADM LIERY NetScaler CPX S RILATEEC B B G ahSHIF EM BRI SZ —1 ADM X
B, Ak, ERIUEFHEEFER NetScaler CPX BY ConfigMap #0 Secret FREREE B, IEAME
FA% ADM RI28Y IP ksl FQDN BE#F I ConfigMap BIXE, SAEMIBRIBAY ConfigMap, F6
E— ¥ ConfigMap. [E#, ROBRIIEHY secret, HEEAH ADM RIEEHEIESIZE—FHY

secreto
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NetScaler CPX iFo[IEERS 25

E#i, NetScaler CPX M NetScaler Console ARS328IREUIFAIIE, TE Kubernetes IfEH,
NetScaler CPX BT B oIT X F. AR NetScaler CPX B4 X 4], NetScaler Console fR5 28
FE/\ DT EERIIFRTIE, NetScaler Console fRSZ 284 MEEHTE NetScaler CPX X #IBYIZE[E]
Wb ZEFBliE, WUE R LU HEREIBNF eIE 72 Bose 55— BN /S 5hAY NetScaler CPX, Lt4), #NR
NetScaler Console ARS5 ssEERIRETT AR, WITENEEFFIIE NetScaler CPX ##F1FR]
ifo

NetScaler CPX IFRIIER G2 NetScaler f2fBY—I0 Kubernetes ARS5. LEARZSFE= Kubernetes
£ BN NetScaler CPX FRIHIA MR {EEE, EBFBEE Kubernetes 25 NetScaler CPX FRJIESR
EaARS AIAIE Y NetScaler CPX #1 ADM iFRIARSS s 2 [BIRYRIEIA, HERER NetScaler CPX #1E2
P ECHYIFRIIE. f&Bh NetScaler CPX FAIIEER &285ARS5, NetScaler Console ARSS 25 AT IATE
NetScaler CPX X B 37 BN BT AT,

7£ Kubernetes 58574, NetScaler CPX FrJIEER & 28ARZ 215 NetScaler CPX E/ sidecar F1JHRiL
e

f£F8 NetScaler CPX FAIIEER & 281 TIF ] £ E NetScaler CPX 13.1-30.x T8 & Ao
NetScaler CPX iR IER & 28~ 2 N IHARAH NetScaler CPX %= F1F a1k,

NetScaler CPX FRIER ST ENF

LUF21E A NetScaler CPX Fr[IEREENEEMRE ¢

« AI¥ M . NetScaler Console ¥ rRIARS5 2aix % R Aesz#F 10000 1 NetScaler CPX #3E. bE&
NetScaler CPX FaIER &GRS IS I A, B Kubernetes S£EEBAILAESY NetScaler
Console A IRSZB[BHENE Fim, Kb, EolUUFER B NetScaler Console FRIRSE 23 B
% NetScaler CPXo

« WIRMAL | NetScaler CPX W RAIER G 8RARSZEIFERESCERITRAINEE, HERLUURERE
M NetScaler Console fRE 258 HFAiE, NetScaler CPX ¥ aliE R & 28 AJ LU IF AT E R [E148
NetScaler Console fR5388. NetScaler CPX ¥ RIIER & 23 A LA IE NetScaler CPX FYFEIEE
I, HEREBRZFRHAG MXLE NetScaler CPX BT ETIE,
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CHE-EI R

TESR/R7T Kubernetes £8£H# NetScaler CPX iR IESR & 2RE0E,

Kubernetes

=)

ADM agent

4 A
o —
@ =3
. o CPX License
m :. Aggregator

ADM service

"

ADM license
server agent

FELEEH

« [CPX 3 NetScaler CPX
* CPX License Aggregator 3=/ NetScaler CPX Fr[IER & 28
IR BIERZE #, NetScaler CPX License Aggregator fRS35 NetScaler CPX #1 NetScaler fXIE—

FCERETE Kubernetes 8%, NetScaler CPX License Aggregator BR53 752 NetScaler CPX #1
NetScaler XIEZ BT, FHITEEEEHPIIFTE NetScaler CPX HAHEEIRFATIE,

{E A Helm B3R Z82 NetScaler CPX iFr[IERS2S
Yo RFAF

SR T FREMS

o fRZEE Kubernetes 1.16 N N E SRR A,
o IREE Helm 3.x IRELE & hk Ao
o IRATIRENIA NetScaler CPX FRIIEAYIF AT IEARSS 25 A9 IP ik,

« IZAZIH NetScaler CPX License Aggregator FHY Redis #U3BEIRHEZE, ErlLUER
Kubernetes secret 1R EEIEERTS, HulUERU TS EIE secret :
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kubectl create secret generic dbsecret --from-
literal=password=&lt;custom-password>

{EF Helm chart #H{TZRE

IRHE NetScaler CPX #FR[IERIER!, HITIUTHBIUMER Helm chart 82 NetScaler CPX License
Aggregator, B X FEZEEH) NetScaler CPX HRIENEZER, 15817 NetScaler CPX 7],

Z3E Helm chart

EAL TSI NetScaler CPX License Aggregator Helm chart 77fi&ZE :

helm repo add Citrix https://citrix.github.io/citrix-helm-charts/

Z4E NetScaler CPX License Aggregator LA R 5t AT iE

IRIEZAE R NetScaler CPX MIFRIIERYEER!, FRAU TGRS LZ—. EXEMSH, my-release
RER %,

AIAMBER T, Helm chart R&EHEFHI RBAC ABNATBLHE,

X FEEHREIFANE

helm install my-release citrix/cpx-license-aggregator --set
licenseServer.address=&1t;License-Server-IP-or-

FQDN>, redis.secretName=&1t;Kubernetes-Secret-for-DB-

password>, licenseAggregator.username=&1t;unique-ID-for -

CLA>, licenseInfo.instanceQuantum=&1t; QUANTUM>, 1licenseInfo.instanceLowWater
mark=&1t; LOW WATERMARK>, licenseInfo.bandwidthPlatinumQuantum=&1t; QUANTUM-
in-Mbps>, licenseInfo.bandwidthPlatinumLowWatermark=&1lt; LOW WATERMARK-in-
Mbps>

Xt F Al B bR A

helm install my-release citrix/cpx-license-aggregator --set
licenseServer.address=&1t;License-Server-IP-or-
FQDN>, redis.secretName=&1t ;Kubernetes-Secret-for-DB-

password>, licenseAggregator.username=&1t;unique-ID-for -
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CLA>, licenseInfo.instanceQuantum=&1t; QUANTUM>, 1icenseInfo.instancelLowWater
mark=&1t; LOW

WATERMARK>, 1icenseInfo.bandwidthEnterpriseQuantum=&1t; QUANTUM-in-

Mbps>, licenseInfo.bandwidthEnterpriseLowWatermark=&1lt; LOW WATERMARK-1in-
Mbps>

X AT BLhR A

helm install my-release citrix/cpx-license-aggregator --set
licenseServer.address=&1t;License-Server-IP-or-

FQDN>, redis.secretName=&1t;Kubernetes-Secret-for-DB-

password>, licenseAggregator .username=&1t;unique-ID-for-

CLA>, licenseInfo.instanceQuantum=&1t; QUANTUM>, 1icenseInfo.instanceLowWater
mark=&1t; LOW WATERMARK>, licenseInfo.bandwidthStandardQuantum=&1t; QUANTUM-
in-Mbps>, licenseInfo.bandwidthStandardLowwWatermark=&1t; LOW WATERMARK-in-
Mbps>

XL S ERABRIAB BT Kubernetes S£8% FEBZ NetScaler CPX FRIIER &85, ErIUTERER
EEBESH, BX*EZER, 1521 Helm chart GitHub 7Zf#E F#INetScaler CPX AR A 280
B9, HAHH T EAUERERIEEE R FIFHES

5

Z4E NetScaler CPX iFR[IESR & 28U EIE vCPU FAJIE

IRIERIHER NetScaler CPX vCPU FRIEERE, FRAUTHPLZ— EXLEMSH, my-
release FTEATBHT

AR . BUABERT, Helm chart 2R&E#TEFR RBAC BAEMNABYE,

IFFHE vCPU hRA -

helm install my-release citrix/cpx-license-aggregator --set
licenseServer.address=&1t;License-Server-IP-or-

FQDN>, redis.secretName=&1t;Kubernetes-Secret-for-DB-

password>, licenseAggregator.username=&1t;unique-ID-for -

CLA>, licenseInfo.vcpuPlatinumQuantum=&1lt;QUANTUM>, licenseInfo.vcpuPlatinum
LowwWatermark=&1t; LOW WATERMARK>

JFF Ik vCPU KA -
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helm install my-release citrix/cpx-license-aggregator --set
licenseServer.address=&1t;License-Server-IP-or-

FQDN>, redis.secretName=&1t ;Kubernetes-Secret-for-DB-

password>, licenseAggregator.username=&lt;unique-ID-for-

CLA>, licenseInfo.vcpuEnterpriseQuantum=&1t; QUANTUM>, 1icenseInfo.vcpuEnterp
riseLowwWatermark=&1t; LOW WATERMARK>

It F47E vCPU R A -

helm install my-release citrix/cpx-license-aggregator --set
licenseServer.address=&1t;License-Server-IP-or-

FQDN>, redis.secretName=&1t ;Kubernetes-Secret-for-DB-

password>, licenseAggregator.username=&1t;unique-ID-for -

CLA>, licenseInfo.vcpuStandardQuantum=&1t; QUANTUM>, licenseInfo.vcpuStandard
LowwWatermark=&1t; LOW WATERMARK>

RE NetScaler CPX IFAIIER SR UBEES MFAIE
INRIEFE NetScaler CPX AR AER R EESMIERBITANE, WATTE Helm a5 5 HIEEX
LT ENERIE X B

fan

EIRZEAT pooled platinum bandwidth edition #1 vCPU platinum edition JFRIIEAY
NetScaler CPX iR IESR & 28

helm install demo citrix/cpx-license-aggregator --set
licenseServer.address=&1t;License-Server-IP-or-

FQDN>, redis.secretName=&1t ;Kubernetes-Secret-for-DB-

password>, licenseAggregator.username=&1t;unique-ID-for -

CLA>, licenseInfo.instanceQuantum=&1t; QUANTUM>,6 1licenseInfo.instancelLowWater
mark=&1t; LOW WATERMARK>, licenseInfo.bandwidthPlatinumQuantum=&1t; QUANTUM-
in-Mbps>, licenseInfo.bandwidthPlatinumLowWatermark=&1t; LOW WATERMARK-in-
Mbps>, licenseInfo.vcpuPlatinumQuantum=&1t; QUANTUM>, licenseInfo.vcpuPlatinu
mLowwWatermark=LOW WATERMARK>

Bidi@ NetScaler CPX LM NetScaler CPX ol iFR & 3K B nliE

YIT{EA NetScaler CPX FAIEER S 25 NetScaler CPX 2X8Y, FEETE NetScaler CPX ZE
YAML R HIFETE CLA ©
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AIRTE IR BT SRR A FIFi5i0] NetScaler CPX #FA[IEER & 2507  ipaddress IX
domainname , ﬁﬂjtﬁﬁﬁii

env:
- name: "CLA"

value: "192.0.2.2"

BE

env:

- name: "CLA"

value: "local-cla.org"

1RIR A TTE NetScaler CPX YAML FRIEHIU TIF BT &2,

POD_NAME : #57E Pod BY%#N, Pod BIBRFMERIFIET E/NF4A NetScaler CPXo

» POD_NAMESPACE : 157 Pod MI&p$aZE(al, Pod BB ZEEIEAIFET E/NFF44 NetScaler
CPXo

« ‘Bandwidth : }STEEZLE NetScaler CPX 5 (UL Mbps NEAL) o
e (Edition @ 3EEIFRIERRA, ZHIAVETIE Standard. Platinum #1 Enterprise,

 'CPX_CORES : IEFEZEJ NetScaler CPX iE{THIR DI E.
B X R[ARY NetScaler CPX AN EZER, 1ES% NetScaler CPX iR,
UTERTASXEMETENRFIRE !
- name: POD_NAME
valueFrom:
fieldRef:
apivVersion: vi

fieldPath: metadata.name
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- name: POD_NAMESPACE

valueFrom:

fieldRef:

apivVersion: vi

fieldPath: metadata.namespace

- name: “BANDWIDTH”

value: 1000

- name: “CPX_CORES”

value: 1

- name: “EDITION”

value: PLATINUM

IR EBERLUTHREAINE] NetScaler CPX YAML H :

labels:

adc: citrix®

B X NetScaler CPX FRIIER S 2SRV RHIERE, 15215 NetScaler CPX FrIIER & 28 | T HIEE,
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Adi= NetScaler CPX

Re] LLET Linux Docker #3518 CLI #87~RF, 3fEF NetScaler NITRO API 3EEZE NetScaler
CPX =24,

SERAMS{TREECE NetScaler CPX SE4

if318) Docker EMHEFRHIKAFIB SSH 2R, S TEFRTR. &R NetScaler CPX SEAIRIEINE

B REER root/linuxo.

n
-
W

m O 0O

BAUT oS UEALFAINGSITIRIFISIT CLI @35 | clil_script.sh “\&It;command\>”

Bl -

EIHLOHRTAT, BHEA logouts

NetScaler CPX Az i {EFIERRIA TS

NetScaler CPX Z#F/ root P {EAIEERIAZERS, Bl nsroot . #FZE NetScaler CPX 5, £
— PNERINEBHDELEEF. WEIAEBMS SSH AF root #1 nsroot F#i. ErIMUFHh
BEWULERIANFRD, EEJUFEHERE root 1 nsroot FAFHKFEIERIA SSH #H3, Citrix BINF
MBS MBI RN R 2 M,

EEBEZEGE, FIFEFAT NITROAPI @S cli_script.sh H1T. ZRIAMY root Bk P ZRADLLLE
N AR 1ZE7E NetScaler CPX XEERGHBY /var/deviceinfo/random_id XA,
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ERUTEESITHEERN cli_script.sh
cli_script.sh "<command>" ":<user>:<password>"
BN, EEAAF nsroot F%EY Citrix123 &1T cli_script.sh LWUE/R IP sk, 15

LURen s

cli_script.sh "show ns ip" ":nsroot:Citrix123"

{5 F NITRO API BZi& NetScaler CPX S

@ o] LUEF NetScaler NITRO API E2i& NetScaler CPX 32,
E(HMA Nitro API EZ& NetScaler CPX S£f, iETE Web J4 ISR A :

http://<host_IP_address>:<port>/nitro/vl/config/<resource-type\

EER Nitro API F23RGEIHER, IBTE Web JEIZRHREA

http://<host\_IP\_address\>:\<port\>/nitro/vil/stat/\<resource-type\

EXFEH NITROAPI WEZEE, 1551% REST Web Services, 3T NetScaler CPX, E1EiR&
netscaler-ip-address FYMI5{#F CPX IP address:port o

EA{ELACE NetScaler CPX SZF

RE] LUEIZ 7E NetScaler Console EIZFIEI TR RECE NetScaler CPX £, ErIAERECE
ERPRVECE, 1RENEMIEE FRIANEE, HMERRFEXAXGFNRE, TErIERER
Hith BB B S BIEF T MVECE, SAfS, NetScaler Console 2 E/RHEMNAY CLI 45, HIG7E
NetScaler CPX I E1ER, EFEEERE, EHIUAEENMEECER NetScaler CPX L6, IEEZL
218, AEEITEL,

E(FEHEEWEE NetScaler CPX 2/ :

1. FHREEEESRE NetScaler Console,
2. B2 Networks \> Configuration Jobs, $A/5E & Create Job,

3. IEEFSRE, HEFRER, EERAIUEAZTITRISR T,
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Select Configuration Select Instances Specify Variable Values

|ob Mame*
‘ cpx-single-host |

Configuration Editor

Configuration Source

Configuration Template 7

Drag and drop the template to the Commands
field in the right pane. You can also edit the
configuration and save the template with a
different name

LBVariablesTemplate

IR ESTITAIER NetScaler CPX 24, A58 Nexto

Select Configuration Select Instances

Select the target instances on which you want to run the configuration.

|
Add Instances Delete

1 IP Address

(| 17217.0150

5. IEEHITIGE, AEBEEHESTH"LTE NetScaler CPX 24l _L5&1T

17, BREEREHERE

Save and Exit

Instance Type*
| MNetScaler b
= New
1 ssq v  addservice dbl 172.17.0.10 HTTP 80
5 g5y w  addservice db217217.0.11 HTTP 80
3 554 v add |b vserver cpx-vip HTTP 172.17.0.4 81
4 S5H * bind Ib vserver cpx-vip dbl
§ s5H w bind Ib vserver cpx-vip db2

Specify Variable Values

Mame

10102.31.190

T T. MREBRFEEHME:

N
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Select Configuration

Select Instances

Specify Variable Values

You can either run the commands now or schedule to run the commands at a later time.

On Command Failure*

l lgnore error and continue hd ]

Execution Mede*®
[ Now -

Execution Settings

© Execute in Sequence

() Execute in Parallel

Receive Execution Report Through

[J Email

@ Execute
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£ NetScaler CPX 3fjl_EHEZiE AppFlow

ZE]LATE NetScaler CPX SE_EECE AppFlow Ihag, MUKEMIEREEIE. RABF 21ERHNER
MR N A2 e M D PR RN EIEEE R XEBIEIZRIF A XE] NetScaler Console, 1&7]
NEHESPEEME N AREFENMFDER S,

EfCiE AppFlow, B AER AppFlow TheE. AfE, EBEMRICRAXTINKERR. <G, EXIE
E, 1RVERIBMKERSRE. AREE— I HZS KRR, HH—MEESES DRI XK, ZHRRIE
I~ NetScaler CPX B ERICR & IXE X BXIRIEINIER. &fE, 8T RREBPEXSEIFE
HI AR S BIUEE E K.

B LU —F18 B AppFlow B8, MUISEENRRIFTEFEHER httpURL . httpCookie #
httprReferer EEMNSH. EEMESS L, EHATUE NetScaler CPX IP #iliHEE 7 S 23893t
ik,

BB AEFRIRH TEBPEXERIZENTE, ©FEmthAE NetScaler CPX WIS E R
HNESHIERAXE)—HKESS (2F) . IS TREAENGSITHNERBFRHE T —HHENHNE
F CLI B985,

EEERRZHT, BATUS NetScaler CPX 2R INE] NetScaler Console, B % ¥ NetScaler
CPX SEf7ZNNZE] NetScaler Console IEZEE., 15E% £ NetScaler Console &3 NetScaler
CPX 3241,

B AppFlow®
E(F A AppFlow IhgE, BB SLERTE.

ERMSITREER AppFlow Ih&E !

ETUTHS
enable ns feature AppFlow

enable ns mode ulfd
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| =] —]
IEEWsRER
L 231U NetScaler £ %HY AppFlow i2R. E&%x AppFlow iR, BIiisEED—IKRESRS.
NERT, WEESR7E UDP im0 4739 LT IPFIX SEE, Sl TEAt BN E ST E RN,

ERmRITHREEERSRES

ERMU e BAINURERSS

add appflow collector &lt;name> -IPAddress &lt;ipaddress> -port
&lt;port_number> -netprofile &lt;netprofile_name> -Transport Logstream

EWIRE, BEAU TS !
show appflow collector &lt;name>

EfERaRTHREEES MSES: -

ERU TS NMIEEEEF R XSS -

add appflow collector &lt;collectorl> -IPAddress &lt;IP> -Transport
Logstream

add appflow collector &lt;collector2> -IPAddress &lt;IP> -Transport
Logstream

add appflow action &lt;action> -collectors &lt;collectorl> &lt;collector2>
-Transport Logstream

add appflow policy &lt;policy> true &lt;action> -Transport Logstream

bind lbvserver &lt;lbvserver> -policy &lt;policy> -priority &l1t;priority>
-Transport Logstream

© 1997-2026 Citrix Systems, Inc. All rights reserved. 49



NetScaler CPX 14.1

ACiE AppFlow #{E
AppFlow 1B{ER—MEBIIRIES, M X BE AppFlow SBSITHE, FRRISRREIRIES.

FERUTaDAE AppFlow 11 :

add appflow action &lt;name> --collectors &lt;string> ... [-
clientSideMeasurements (Enabled|Disabled) ] [-comment &lt;string>]

R E, BERU TS !

show appflow action

A& AppFlow SEB&

A& AppFlow 121EfS, B TFRNIMECE AppFlow KB, AppFlow REEEFHN, ZANBH—1 ek
ZNFRERARR

EFHMP{TSHEECE AppFlow 5RE ©

FERDIRTA T, BALTSRSLARIM AppFlow SREEHIGIFACE :

add appflow policy &lt;name> &lt;rule> &lt;action>

show appflow policy &1t;name>

487E AppFlow SEi&

EFEHRIEEN, BUALBRPEE, UWETEATHRE NetScaler CPX FIFFE HE,
EFEAMPITREERESE AppFlow %K :

ERAU TR ER/EHE AppFlow ZRE :

bind appflow global &lt;policyName> &lt;priority>
[&1t;gotoPriorityExpression [-type &lt;type>] [-invoke (&lt;labelType>
&1t;labelName>) ]
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ERUTHRRIERE !

show appflow global
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{EAECE N HEE NetScaler CPX

RO LUE R SECE X ESRE NetScaler CPX LfBYAZE NetScaler CPX, MARERMRITR
M ( cli_script.sh ). NITRO API & NetScaler Console AR & {ElKECE NetScaler CPX,

EATLUTEERE NetScaler CPX BB HRRSEEXHENMA XY, 1E NetScaler CPX BA2:E5h
HAjE), R HIBIERSEEXHHIEENEEHITEE, LAESHE NetScaler £ ENEEM KT
LA7E NetScaler CPX & 25 L oh&E1THY bash shell i,

RS HCE X RS

gNmIFmd, #8%F NetScaler CPX BY, ©RRIEFFSEEX FHIEENEEHITEE,

BSIEXHE— .conf Xff, TIEFRE | #NetScaler Commands #1 #Shell
Commands . 7f #NetScaler Commands %% T, EMTURNNFTE NetScaler ap5 AT NetScaler
CPX LEACE NetScaler 4 EBE, 7 #Shell Commands 15&EF, EMIURINETE NetScaler
CPX LE3i=fTHY shell 6545,

7£ NetScaler CPX B2s2BZHAi8], NetScaler i shell S HIZBREE X HHIEENINFED 2

E5517,

« REAUFEREXHFFEEZ R,

HEAXDKNE,

ECEXFOIIEA cpx.conf XHFETESBXMGRATH /etc BHRTFo
REX RN Z AR, EBTEEREIANI 4T,

INREREEBEXHERE NetScaler CPX BESETHIIME, BIERICRERBITH
ns.log X,

HIZEFHS TN NetScaler CPX BesbY, EEEXHREHNATER.

#NetScaler Commands
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add 1b vserver vi1 http 1.1.1.1 80

add service s1 2.2.2.2 http 80

bind 1lb vserver vi1 si

#Shell Commands

touch /etc/a.txt

echo "this is a" > /etc/a.txt

#NetScaler Commands

add 1lb vserver v2 http

#Shell Commands

echo "this is a 1" >> /etc/a.txt

#NetScaler Commands
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add 1lb vserver v3 http

#This is a test configuration file

EZ % NetScaler CPX A2 RIBECE X4 5hSECE NetScaler CPX &B28, 1&{EH docker run
e - v ENEHESEEXH

docker run -dt --privileged=true -e EULA=yes --ulimit core=-1 -v /tmp/
cpx.conf:/etc/cpx.conf --name mycpx store/citrix/citrixadccpx:13.0-X.X
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NetScaler CPX PGSRBS

NetScaler CPX 32§ BGP ShSEHB Y. mhSEAMINAIEE B2 RIEHE B E LIRSS 289ARSS
BEITINVA SRR S ERIARSS 28RY IP itk ©RBIT Lk BT ERHIM IR ELRSHNZ D
B8 R PR R AERR

B % NetScaler CPX HIEEVINERBRIER, 155% BCi& NetScaler CPX XA HEY Support for

using a non-default password in NetScaler CPX EB77

EENENMNER, ZPiE. IREZ2H NetScaler CPX LAIEAN R BRZBEIE[E— Docker A

to FRERERERET docker0 FINFIERE, TEULIFEEH, NetScaler CPX SE6IFE L 7EE— Docker 4
FEABREBINBIEFINNIE, B % NetScaler CPX EN MK ERLEMER, 21 TN
KR

TEIRER T 2ENIRFH
(172.17.0.4)
B Serverl —
(172.17.0.2) (172.17.0.3) ,’
Client/Router » Cpx
(172.17.0.5)
4 server2
(172.17.0.1/16)
Docker0 bridge
Linux Host |

TEUtIR R, ERARSSSRMERM BGP ECEH @S (RIERSHISTTRR) B EIFMAR IR HER.

BEHRITUTS R, EXRAFEMSIERAE Docker 4 LAE NetScaler CPX R BGP,

{5 REST API 7£ NetScaler CPX B E T BGP MI&H
BITREA

1. EALUTEHS M NetScaler CPX MUK AIERSS !
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docker run -dt --privileged=true -p 22 -p 80 -p 161 -e EULA=yes --
ulimit core=-1 cpx: &lt;tag>

fBlan

docker run -dt --privileged=true -p 22 -p 80 -p 161 -e EULA=yes --
ulimit core=-1 cpx:12.1-50.16

t

2. ERAUTHRERIAS !

Y

docker exec -it &lt;container id> bash
3. AU TETEA BGP Ih6E :

cli_script.sh "enable ns feature bgp"
4. f£F3 show ns ip fHIREYNSIP :

cli_script.sh "show ns ip"
5. AN T D RNIELARSS S :

cli_script.sh "add 1lb vserver &lt;vserver_name> http &l1t;VIP>
&1t ;PORT>"

6. ANNARSS F R ARSS S8 E B B U AR S5 25

iE
7. FERUT®HS R VIP EA hostroute
cli_script.sh "set ns ip &lt;VIP> -hostroute enabled”

MNBEFEE, HFMENMERD 9080 LAY NSIP %3% BGP NITRO %%,
8. fti& BGP IRH%s -

fign, wNREAEE -
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router bgp 100

Neighbour 172.17.0.2 remote-as 101

Redistribute kernel

curl -u username:password http://&1t;NSIP>:9080/nitro/v1/config/ -X
POST --data 'object={"routerDynamicRouting": {"bgpRouter"
{"localAS":100, "neighbor": [{ "address": "172.17.0.2", "remoteAS":
101}], "afParams":{"addressFamily": "ipv4", "redistribute":
{"protocol": "kernel"}}}}}'

9. EALLT NITRO S ES)EIR BGP AL EE] PE H @

curl -u username:password http://&1t;NSIP>:9080/nitro/v1l/config/ --data
'object={"params":{"action":"apply"}, "routerDynamicRouting":
{"commandstring" : "ns route-install bgp"}}'

10. fEFALLT NITRO S5 IIE BGP SRR ¢

curl -u username:password http://&1t;NSIP>:9080/nitro/v1/config/
routerDynamicRouting/bgpRouter

T

root@ubuntu:~# curl -u username:password http://172.17.0.3:9080/nitro/
vl/config/routerDynamicRouting/bgpRouter

{ "errorcode": 0, "message": "Done", "severity": "NONE",
"routerDynamicRouting": {"bgpRouter":[{ "localAS": 100, "routerId":
"172.17.0.3", "afParams": [ { "addressFamily": "ipv4" },

{ "addressFamily": "ipv6" } ], "neighbor": [ { "address": "172.17.0.2",
"remoteAS": 101, "ASOriginationInterval": 15, "advertisementInterval":
30, "holdTimer": 90, "keepaliveTimer": 30, "state": "Connect",
"singlehopBfd": false, "multihopBfd": false, "afParams":

[ { "addressFamily": "ipv4", "activate": true }, { "addressFamily":
"ipve", "activate": false } ]
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11. FERUTHRRIEEY BGP ZIFNKAREERETHIEL5|ZH !

cli_script.sh “show route”

12. EAUTOSRFEE

cli_script.sh “save config”

SR HBEBRIZE  /nsconfig/zZeb0S.conf 1,
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EEIE Docker E/L.\Ezut*i rg

Docker &N BHERIZER" BB ENE], AIEBBEMNEESITHARSRPREUER, EAILUH
NetScaler CPX BB N E AR HER A F Docker HEIRENFER. B X Docker HEIRGHFE
F_E’JE 1!:!11_.\’ 1ﬁ |%-—.| EE II_,\EEEjJ$£r._O

FNBRT, NetScaler CPX B2 HIFRE HEEZAETE Docker M LM /cpx/log/ns.log
X, HIEEA docker run 853 /25 NetScaler CPX B838, BILUER  --log-driver IR
HEeBARFABE S M BEER A F Docker BERNERF. MNRBERNIEFEFIELLESE, MH
LA --1log-opt <NAME>=<VALUE> EIIZEEA .

ELULTFRBIF, NetScaler CPX BB E NER syslog 1EA BERIEFEAFIE LB E.

docker run -dt --privileged=true --log-driver syslog --log-opt syslog-
address=udp://10.106.102.190:514 -e EULA=yes --ulimit core=-1 --name test
store/citrix/cpx:12.1-48.13

@4, EUTTRAEITR, NetScaler CPX RERECENMEA Splunk 15N BEReHZF AFREEMAIB

JCANO

docker run -dt --privileged=true --log-driver=splunk --log-opt splunk-
token=176FCEBF-4CF5-4EDF-91BC-703796522D20 --log-opt splunk-url=https://
splunkhost:8088 -e EULA=yes --ulimit core=-1 --name test store/citrix/
Ccpx:12.1-48.13
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H4% NetScaler CPX S

1A LOEE X 7] NetScaler CPX 2, ER—HEHR ERERFRAE, ARMRIALARARE,
EHSEENEN LD Icpx BREHIINER.

a0, ERFIAE NetScaler CPX SZBIRY Icpx B FRIEHBI N Ivarlcpx BRH, EHHSZ Ivarl
cpx, NetScaler CPX ##HBRE Icpx, SR -

root@ubuntu:~# docker run -dt -e EULA=yes --name mycpx -v /var/cpx:/cpx --
ulimit core=-1 cpx:13.0-X.X

FoRFMF

BFHREEEZEUTERMG

o REHIE NetScaler CPX 2BIHY /ecpx BRHENBERHFMAESR, EoIUER  docker
inspect <containerName> @4 (EMA <containerName> = NetScaler CPX A23HI%HR)

KETEXENERIER.

Zan SR BIRHE T ASEENIFARF R, 2iEE, T Mounts'scBH, “Source’F5%BER
TENLENBRHAMAE,

"Mounts": [
{

"Source": “/wvar/cpx",
"Destination": "/cpx",

"Hode™ ™
"RW": true

o FEEFTHY NetScaler CPX Docker 5534 FI0# NetScaler CPX Docker 5. EMME R
1], BSMAERTE Docker FRIEXHFHIER. £ docker load -i <image name> @/
HIRIR. NNEL NetScaler CPX :5f5, EAILAA docker images famRETRE X (RIFRNE
E .

JON

root@ubuntu:~# docker load -i cpx-13.0-X.X.Qz
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root@ubuntu:~# docker images

REPOSITORY TAG IMAGE ID CREATED VIRTUAL SIZE
cpx 13.0-x.x 2e97aadf918b 43 hours ago 414.5 MB
H4k NetScaler CPX SC4

1. ¥@i2%iA docker stop <containerName> @< {ELEINAE NetScaler CPX 524, EHeh
<containerName> & NetScaler CPX L8944 #5,

root@ubuntu:~# docker stop mycpx

mycpx

2. A docker run @45, MEBEMEHEEN LB NetScaler CPX $RIRERE & HTHI NetScaler
CPX 3fll, FAREESILA NetScaler CPX LfIEREER S (FIa0, /var/cpx:/cpx ) =B
1%L,

root@ubuntu:~# docker run -dt -P -e CPX_CORES=1 --name latestcpx --
ulimit core=-1 -e EULA=yes -v /var/cpx:/cpx --cap-add=NET_ADMIN
Cpx:13.0-X.X

EoTLUsI A docker ps e, WUEIRIEERERY NetScaler CPX L@ E NERFTHR A

root@ubuntu:~# docker ps

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS NAMES
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eadl2ec4e965 cpx:13.0-X.X

3. WIFFEEREIEMAR NetScaler CPX SEflfF,
BRIE =,

root@ubuntu:~# docker rm mycpx

mycpx
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7E NetScaler CPX =R {E B ER R EE 11
k5338

LIFFRE NetScaler SEFBY, Docker 521X NetScaler CPX LH9EB—NAE IP #hilt (B4 1P
k) o NetScaler SEFIRY=/ IP THEE & FBE)— IP sk b, b IP I ER AR RO S
79 NSIP. SNIP 1 VIPs,

Docker 5|ZDECHIE IP #IAEREsHAS, RS IP #iksy 127.0.0.1 1P A0 214 (LB)
AR (CS) EARSS 88, £/ 127.0.0.1 SN EIRS S BECfF ERIARS 2. FIAER
T, YIEQE BT EMIRS 30T, NetScaler CPX REHUBEFTEIARSZ 2O ES IP sk, 2ED
BY IP #itE R 127.0.0.1, ©RFHEHEA Docker 5|25 45 NetScaler CPX S2IAY NSIP,

=AM NetScaler CPX E3ZEH, ZA]IU7EE NetScaler CPX 326 LR INBE R EIRS 2. T
R IENEERS =TE4HE) NetScaler CPX 26l _ECEBEC T RE#ARSS 85, XTHER T 7 Docker 5|
245 fid44 NetScaler CPX 2689 NSIP B ELRESRBHEE,

AREWM
ARG B EECTT AR SS 2R iR O SR WA R HE R BARS 2= A.

« NREDECLBEECTTEMARSS 22RO S ERAEIRS S8, WEER EMARS 2 AINKK.
- BECATEBIIRS BAFF * FFo

ZoEBECAT A H T EELARSS 2R, BEMDRRNT FAANTSS !

add 1lb vserver <name> <serviceType> 127.0.0.1 <port>

add 1lb vserver testlbvserver HTTP 127.0.0.1 30000

BB BECA AR RRELIRS 2R, BEDTDRRNT FMAAN TGS !

add cs vserver <name> <serviceType> 127.0.0.1 <port>

© 1997-2026 Citrix Systems, Inc. All rights reserved. 63



NetScaler CPX 14.1

add cs vserver testcsvserver HTTP 127.0.0.1 30000
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nlhl-

12 NetScaler CPX fEAREUE AR
P

TEULERZ R, NetScaler CPX SEAIFRHAIE, MUSEHMEREEZ M EN LN AREFAIRZEIRE
8o NetScaler CPX S5 Z N ENPHNAREF—EME, HRHEENSERE.

IlIHI

TENRBA T 8id NetScaler CPX SEFITER NN IR BRI E,

4

(Global VIP)
| b b L L1 1 eSS EEE"" 1
| ] ] [ |
Host 17 j======~ deseeveneee i Host 2/1 v Host 3
H—— : |
A v

Appn }_1 Appa - App A App C J [ AppC |
container container container container | container

App Cto App B

App AtoApp B ====mmmee

EERTNAERF C HINABERF B 2BUARNARERF ANMNARRF B 2ElRE, SNARERF C
(FEEEZENA) [ B ZXEKRE, EKRELAETSNAERF C L FE—EH LA NetScaler CPX &
25 L3, #AIS, NetScaler CPX BREMEEER SN ATERF B L FR—EN LAY NetScaler
CPX &28, AR REEAIINAERF B, SNARER ARNARER B AXIERE, haEEA0
AR E R,
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FIRBF, BEET NetScaler MPX, U F&EZ 2B VIP M Internet iR FHEEFIRE, K

H NetScaler MPX BY;REZ7E NetScaler CPX &Bgs LiEW, ARHRENRESAREZ TN AERS

o

TERER T HHRFMNAR I SEIEE

MmEZIRERNEE,

Entities configured on the MPX

‘ VIPg Services
— - VIP-A Sve-VIP-Al
SWIVIF‘M
— (Global VIP)
(172.17.0.2) {172.17.0.3) (172.17.0.4)
; App A App B CPX App A AppC N2 App C
container container

Docker Host 1: (10.102.29.100)

Entities configured on the CPX container

ViIPs Services
ViIP-Al Sve-Al
VIF-B1 Sve-B1
VIP-C1 Sve-VIP-C2
Sve-VIP-C3

Docker Host 2: (10.102.29.105)

Entities configured on the CPX container

VIPs Services
VIP-A2 Sve-A2
ViP-B2 Sve-VPI-B1
vIP-C2 Sve-C2

Docker Host 3: (10.102.29.110)

Entities configured on the CPX container

ViPs Services
VIP-A3 Sve-VIP-A1
Sve-VIP-A2
VIP-B3 Sve-VIP-B1
VIP-C3 Sve-C3

TRIIE T EIRBIERES NetScaler CPX L6 LECERY 1P #itibR1iH O,
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Docker Host 1 Docker Host 2 Docker Host 3
VIPs Services VIPs Services VIPs Services
Bound to the Bound to the Bound to the
VIP VIP VIP
VIP-Al SVC-Al VIP-A2 SVC-A2 VIP-A3 SVC-VIP-A1
172.17.0.2:3 10.102.29.100: 172.17.0.3:3 10.102.29.105: 172.17.0.4:3 10.102.29.100:
0000 20 0000 80 0000 30000
SVC-VIP-A2
10.102.29.105:
30000
VIP-B1 SVC-B1 VIP-B2 SVC-VIP-B1 VIP-B3 SVC-VIP-B1
172.17.0.2:3 | 10.102.25.100: 172.17.0.3:3 | 10.102.29.100: 172.17.0.4:3 | 10.102.25.100:
0001 90 0001 30001 0001 30001
VIP-C1 SVC-VIP-C2 VIP-C2 SVC-C2 VIP-C3 SVC-C3
172.17.02:30 | 10.102.29.105: 172.17.0.3:3 | 10.102.29.105: 172.17.0.4:3 | 10.102.25.110:
002 30002 0002 70 0002 70
SVC-VIP-C3
10.102.29.110:
30002

ERCE LB =, 1BTE Linux shell e R N7 T aw, RBYTERTE =1 Docker £ LI
NetScaler CPX &238 :

docker run -dt -p 22 -p 80 -p 161/udp -p 30000-30002: 30000-30002 --ulimit
core=-1 --privileged=truecpx:6.2

HEITU TS, sJLU@E3ER NetScaler Console FRIENLINEE, ZH{EA NITRO AP,

1£ Docker F#1 1 LAY NetScaler CPX =4 L :

add 1lb vserver VIP-Al1 HTTP 172.17.0.2 30000

add service svc-Al 10.102.29.100 HTTP 80

bind 1lb vserver VIP-Al svc-Al

add 1b vserver VIP-B1 HTTP 172.17.0.2 30001

add service svc-B1l 10.102.29.100 HTTP 90

bind 1lb vserver VIP-B1 svc-B1l

add 1lb vserver VIP-C1 HTTP 172.17.0.2 30002

add service svc-VIP-C2 10.102.29.105 HTTP 30002
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add service svc-VIP-C3 10.102.29.110 HTTP 30002

bind 1lb vserver VIP-C1 svc-VIP-C2

bind 1lb vserver VIP-C1 svc-VIP-C3

1£ Docker E4 2 £BY NetScaler CPX 2l L :

add 1lb vserver VIP-A2 HTTP 172.17.0.3 30000

add service svc-A2 10.102.29.105 HTTP 80

bind 1lb vserver VIP-A2 svc-A2

add 1lb vserver VIP-B2 HTTP 172.17.0.3 30001

add service svc-VIP-B1l 10.102.29.100 HTTP 30001

bind 1lb vserver VIP-B2 svc-VIP-B1l

add 1lb vserver VIP-C2 HTTP 172.17.0.3 30002

add service svc-C2 10.102.29.105 HTTP 70

bind 1lb vserver VIP-C2 svc-C2

7£ Docker 41 3 L NetScaler CPX 24 E :

add 1lb vserver VIP-A3 HTTP 172.17.0.4 30000

add service svc-VIP-Al 10.102.29.100 HTTP 30000

add service svc-VIP-A2 10.102.29.105 HTTP 30000

bind 1lb vserver VIP-A3 svc-VIP-Al

bind 1lb vserver VIP-A3 svc-VIP-A2

add 1lb vserver VIP-B3 HTTP 172.17.0.4 30001

add service svc-VIP-B1l 10.102.29.100 HTTP 30001
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bind 1lb vserver VIP-B3 svc-VIP-B1l

add 1b vserver VIP-C3 HTTP 172.17.0.4 30002

add service svc-C3 10.102.29.110 HTTP 70

bind 1lb vserver VIP-C3 svc-C3
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RN ENMMLEDPIBE NetScaler CPX

TR NENMEF, NetScaler CPX SEHIFTHE—EH ENAIEF B ERAE, EIHENT,
NetScaler CPX KA NETFTABHNNARFRHAIFEMEN T2, A, BRIt RE
&N BHERTRER.

EBENENMEH, TP, IRSZE8H NetScaler CPX LAIEN BB ZBEER—" Docker EH,
t. FAEAEREREE docker0 MIFHER,

EILIFIEF, NetScaler CPX 275 H7ER— Docker A _ EEARSEEENN HREFHNARE,
TEWAT 2ENIAT
AL B & (/en-us/cpx/media/cpx-single-host-topology.png)

LA, Web NFRIZEFERLS (172.17.0.2) 2 iR, M NUIEEZRES DB1 (172.17.0.10)
DB2 (172.17.0.11) @HR5588. NetScaler CPX &2f (172.17.0.4) fi F&EFimMAkS 2z, FTHAR
I,

E{E Web WAZR@:d NetScaler CPX SHIEFERREE, S E LT NetScaler CPX Bés b
RERNMRSURTEF MRS S8, A, £ NetScaler CPX IP it FNFEFRE HTTP S0 (40
81) ERE— 1 EH#IIRS2s, E NetScaler CPX T4 HTTP %0 80 R AT NITRO &5,

EltiRthg, EEFECEEM NAT N, EAZEFIHMARS SR TR—ME L.

EffEizs, 5B EER NetScaler Console Ay ThEES @3 f8EF NITRO API &1L e

A -
T .

add service dbl HTTP 172.17.0.10 80

add service db2 HTTP 172.17.0.11 80

add 1b vserver cpx-vip HTTP 172.17.0.4 81
bind 1b vserver cpx-vip dbi

bind 1b vserver cpx-vip db2
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2 EHMLEHEBE NetScaler CPX

Z EHNMLEHRY NetScaler CPX SEHIR] UTERIEF O EEBRHITEE, LIRMAHTEI
BB BRI LUIR M ISR DT B,

EZEHNMES, NetScaler CPX A, [EiRARSH=MEZ A IHEBERRNEN L. ERIUEEF
HERFERZ IR, EAF NetScaler CPX SRFIM —HE T AHEHNBIEFMARSS 28 EEYIER
et T T,

FAFb 1 : NetScaler CPX M1 GiRREZF/AUTFR—FENL ; T
Pt FARREMLE

TEUL3RIM, NetScaler CPX LRI EIBERSS2:1ER—1 Docker N EFIE, BEEFIHRERE
WL ERNEMME, tRFFNTBEFEFEE, HF NetScaler CPX LA —HABEF BN BIZF
AR SZ 2R 1T B

TEREAT iRt
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Entities configured on the CPX container

DB1 | Service 1(s1) 172.17.0.10
DB2 | Service 2 (s2) 17217.0.11
ViIP cpx-vip 172.17.4.100 : 8D

{additional IP used

%__..

G

Internet

with standa rd{or‘t}
y

Entities configured on the CPX container

container

DB1 | Service 1 (s1) | 172.17.0.10
DB2 | Service 2 (s2) | 172.17.0.11
OR
Vip cpx-vip 172.17.04:81
CPX IP used
‘-"
i
N
N, / {172.17.0.10)
N /
", DB1

container

(172.17.0.11)
)

DB2
container

Linux Docker Host: 10.102.29.100

7EIE RIS, NetScaler CPX 324 (172.17.0.4) M1 & ARSS28 DB1 (172.17.0.10) #1 DB2
(172.17.0.11) £ IP #1131k )9 10.102.29.100 HY[E]— Docker N EFNE, & imALF ML LRI E A

Bo

JEE Internet I P iEIiEK1E NetScaler CPX L4 EERERY VIP EiElR, A

ahks s,

TR A ERAMT AR E LR

&L A VIP EAMIN IP it AR O

1. @S ERAMINN IP Hitk7E NetScaler CPX B28 LECE VIP,
2. 79 Docker EHEZEMINN IP 3Lk,

3. BCE NAT #0, ¥ Docker E#MIAN IP #udk EIFUWRIBIFRE R

4. THEIRSBEIE N NetScaler CPX L4 EHIARSS

5. &la, MRSHE
FAER, EURAEER, 10.x.x.x MERT AL,

EfE L RAIZHR, 1EER NetScaler Console YR "THEEE{EA NITRO API iEfTIA FH S -

F] VIP,

[& VIP FHER 72 & 2IH

T2 &E) VIP BIMIN (P Hthit,
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add service s1 172.17.0.10 HTTP 80

add service s2 172.17.0.11 HTTP 80

add 1lb vserver cpx-vip HTTP 172.17.4.100 80

bind 1b vserver cpx-vip si

bind 1b vserver cpx-vip s2

EIETE Linux shell {2777 TEfTU T, 79 Docker EAECE — NN IP sthubF] NAT F
my

ip addr add 10.102.29.103/24 dev ethO

iptables -t nat -A PREROUTING -p ip -d 10.102.29.103 -j DNAT --to-
destination 172.17.4.100

753E 2 . £ NetScaler CPX IP #itit{E VIP HERE i M5

1. 7£ NetScaler CPX 3£f EEZE VIP I MRS . F3EfnEIRO 81 5 VIP —fCfE A,
2. THARSB4PEE] VIP,

3. BCi& NAT #10, J¥ Docker EHiHEE 50000 HIZFWFIWPFAEREE AT VIP MliHEO 81,

BB RAIHR, BERE =1 Docker 41 LA NetScaler CPX B288Y, 7£ Linux shell 187~
A TFETUTHS .

docker run -dt -p 22 -p 80 -p 161/udp -p 50000:81 --ulimit core=-1 --

privileged=true cpx:6.2

Fii& NetScaler CPX S2ff5, i&{#EMH NetScaler Console Ey“EN"IHEES {F A NITRO API iE{1TIY

TEaE

add service s1 172.17.0.10 http 80

add service s2 172.17.0.11 http 80

add 1b vserver cpx-vip HTTP 172.17.0.4 81
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bind 1b vserver cpx-vip si

bind 1b vserver cpx-vip s2

ANRTEFME NetScaler CPX KAIAEIRECEin O BRET, IHBIIE Linux shell FR AT TE1TIX
TanSRECE NAT AN

iptables -t nat -A PREROUTING -p tcp -m addrtype --dst-type LOCAL -m tcp --dport 50000 -j
DNAT --to-destination 172.17.0.4:81

FaFh 2 : HIEIRSERME P IEHY NetScaler CPX

FItiRFNR, 35 NetScaler CPX SZHI7E Docker W EFiE, B IEHIRSERAESEFEEMN,
MmefFWE LN EMME,

EULIFIRR, ERIUECE NetScaler CPX SEHILATEYDIRARSS 88 2 IBIFH 1T/ E T HitT 18,

TERER T Rtk
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Entities configured on the CPX container

DB1 | Service 1 (s1) | 10.102.29.105

DB2 | Service 2 (s2) | 10.102.29.110

VIP CpX-vip 172.17.0.4 : BORO
N
R
\.\
\_L ﬁq
\
(172.17.0.4) DB1:
: ‘ (10.102.29.105)
— Internet — ! !
s container
Client a
: 1
Linux Docker Host:
10.102.29.100 DBZ:

(10.102.29.110)

EUERBIR, NetScaler CPX A28 (172.17.0.4) I F B P infl 7t YIERYIEAR S 28 iEl. BRSS2R
DB1 (10.102.29.105) #1 DB2 (10.102.29.110) i FM4&_EH Docker ENIEB, B FIHIERIFEE
Internet, F7E NetScaler CPX £3EU, NetScaler CPX HED X BIWERS 2.

E8id NetScaler CPX TR P inMRSZ s BB BILEE, BMEELliE NetScaler CPX B35
BYECEim O MRET, FAfS, 7 NetScaler CPX B2s FEEEM MNIRBURTSHEIRS SR, =5, FH
NetScaler CPX IP i3t FIFEARAEBRETEY HTTP % 8080 AL & EHIIRS 28

BEEE, ERAIECER, 10.x.x.x MERT AT,

ERBLTAITR, ETLIE NetScaler CPX BE5EI1E Linux shell #2RFF FEITUTaD :

docker run -dt -p 22 -p 80 -p 161/udp -p 8080:8080 --ulimit core=-1 --
privileged=true cpx:6.2

SAIE, @B 3{EF NetScaler Console RN "ITHEEE{E B NITRO API ST F&H4% -

add service s1 HTTP 10.102.29.105 80

add service s2 HTTP 10.102.29.110 80
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add 1lb vserver cpx-vip HTTP 172.17.0.4 8080

bind 1b vserver cpx-vip si

bind 1b vserver cpx-vip s2

R 3 : ERREN LFAE NetScaler CPX FfRSS 23

TEIt3RIM R, NetScaler CPX SERBIFNEIRER S 2R TNEE AFEY Docker ENIHF, HERFHRER

B Internet, LtFRFARTEERFAEERZE, EH NetScaler CPX LI —AEF AN AEF IR

1T EISE,

TEREAT iRt

Entities configured on the CPX container

DB1 | Service 1(s1) | 10.102.29.100:8081

DB2 | Service 2 (s2) 10.102.29.105:8081

DBE3 | Service 3 (53) 10.102.29.105:8082

DB4 | Service 4 (s4) 10.102.29.110:8081

DB5 | Service S (s5) 10.102.29.110:8082

vip cpxX-vip 172.17.0.2:8080

Docker Host 1: (10,102,29.100)

{1?2 17.0.2) {1}'2 17.0. 3)
DBL
> container

o { \\ S
b .
|
|U’2‘?04’ U3217X51 {172.17.06) u?zl?ﬂ?}
| DB2 ~ DB3 ) DR4 DB5
container container T e container
Docker Host 2: (10.102.29.105) Docker Most 3: (10.102.29.110)

LRI, NetScaler CPX EFIFI—&ARSS 28 (DBL) FUETE IP #i3k)9 10.102.29.100 HFE—

Docker £#1E, HittM&ARSSSS (DB2. DB3. DB4 #1 DB5) BT N A[ER Docker £#1.E, 4

779 10.102.29.105 #1 10.102.29.110,
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JEE Internet B9 FimiaKTE NetScaler CPX 324 3k, $ATS NetScaler CPX SEAIEKR 7D & 5|
AeiRE3R. EERLERE, BHNREUTARA .

4,

10132 NetScaler CPX BashhigBim M, FHRAIF, XEREFRNITINR2s EiEC
8080 ¥ & F|EHN _EAYIHO 8080, HEFimiERESXAENIMERO 8080 B, ERMETE] CPX &
23AYI% [ 8080,

£ NetScaler CPX 32| BRI XA BIREZ[/EEENRS . ELTERHERNE Docker A4 IP ik
AR GTIR O BYAE S FIR B X LIRS,

7£ NetScaler CPX L4 ERRE— VIP LIEKWE P iR, It VIP NZE NetScaler CPX IP it
FBRSTE] E AR O 8080 KK 8080 FKixo

=E, MIRSHER VIP,

EIE, ERAIEEP, 10.x.x.x WERTANENE,

ERE LA R, EEU3E NetScaler CPX &A2:8Y, 7£ Linux shell {8/RfF F5afiTUA TS -

docker run -dt -p 22 -p 80 -p 161/udp -p 8080:8080 --ulimit core=-1 --
privileged=true cpx:6.2

B2 NetScaler Console HBY“VEA"THRESL A NITRO API SBITIA TS -

add service

sl

add

add

add

add

add
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service s2

service s3

service s4

service sb5

1b vserver

bind 1lb vserver

bind 1lb vserver

bind 1lb vserver

bind 1lb vserver

10.

10.

10.

10.

10.

cpx-vip HTTP 172.17.0.2 8080

102.29.100

102.29.105

102.29.105

102.29.110

102.29.110

cpx-vip si

cpx-vip s2

cpx-vip s3

cpx-vip s4

HTTP 8081

HTTP 8081

HTTP 80682

HTTP 8081

HTTP 80682
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bind 1b vserver cpx-vip s5
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IR NetScaler CPX, BEEEi5inMLE

EEMBZER T, ERIMUECE NetScaler CPX SEAIMNERISRME, EXMERT, EARER

BEH&TE NetScaler CPX E#IARSS 25 IP (VIP) £,

EERILERE, FHNMELIE docker0 M LEEE— DA 1P sk, 7AiE, MWL eth0 HAff
FRiZNE 1P sk, FHIRFMLimOAE8ES] docker0 M,

W AN ARSS KRECE T EITE, AWML 1P #itECE ) NetScaler CPX 54 LAY VIP,
FPIRERFERTE VIP BRI

ETRPIEEES, 10.x.x.x MERRATEMEE,
EfgBIt7E, B Linux shell IR R FETUA TS -
ip addr add 10.102.29.100/24 dev dockerO;
ip addr del 10.102.29.100/24 dev etho;
brctl addif docker® etho;

ip route del default;

ip route add default via 10.102.29.1 dev docker0

1B {FEF NetScaler Console FEYENVINRESL A NITRO API, &fTA TS !

add service s1 172.17.0.8 http 80

add service s2 172.17.0.9 http 80

add 1b vserver cpx-vip HTTP 10.102.29.102 80

bind 1b vserver cpx-vip si

bind 1b vserver cpx-vip s2
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{5 ConfigMap £ Kubernetes HfigiE
NetScaler CPX

7 Kubernetes &, &RILUER ConfigMap EZE& NetScaler CPX S2fll, {8 ConfigMap, ERIUTE
2 S ah BB s ASECE NetScaler CPX 524,

BlIE— cpx.conf ECES, HFEE NetScaler $FEMBLE UK IEHELTE NetScaler CPX =
fl_EohSE1THY bash shell i3, ZECENXHEHTE gﬁ***ﬁ:ﬁ’]ﬁ_ﬁ #NetScaler Commands
# #Shell commands . 7 #NetScaler Commands IR&ETF, EMAIIPAE NetScaler £545,
LATE NetScaler CPX 2l EECE NetScaler 5 EHECE, 7£ #Shell Commands 1RE T, ZaAMR
N7 LTE NetScaler CPX SEfl_EiT1THY shell 8355,

XEREZAIUEREXNHREE 2R
REX RN Z IR, IR .
HXEREFRDANE,

NRFPEHBEE SR NetScaler CPX R HIMKEIE R, HEYIZRE
ns.log X,

NetScaler CPX S22 ahfa, SNREEH ConfigMap, EFAIEIE{NIE NetScaler CPX 52
BIEF BT F N A,

\

UFR—MRBIEEX M

#NetScaler Commands

add 1lb vserver vl http 1.1.1.1 80

add service s1 2.2.2.2 http 80

bind 1lb vserver vi1 si

#Shell Commands
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touch /etc/a.txt

echo "this is a" > /etc/a.txt

#NetScaler Commands

add 1lb vserver v2 http

#Shell Commands

echo "this is a 1" >> /etc/a.txt

#NetScaler Commands

add 1lb vserver v3 http

SIEREBENHE, T HER kubectl create configmap @5 MECEX 463 ConfigMaps.

kubectl create configmap cpx-config --from-file=cpx.conf

FELEERAIS, ERURETFEEXH cpx.conf 81— ConfigMap, cpx-config . AfE, &A]
T F8BZE NetScaler CPX LAIRY YAML X4 {ER Itk ConfigMap.

& AR kubectl get configmap i REFEIER ConfigMap,  root@nodel:~/yaml#

kubectl get configmap cpx-config -o yaml
7yl
apiversion: vi
data:
cpx.conf: |
#NetScaler Commands
add 1b vserver vi1 http 1.1.1.1 80

add service s1 2.2.2.2 http 80

bind 1lb vserver vi1 si
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#Shell Commands

touch /etc/a.txt

echo "this is a" > /etc/a.txt

echo "this is the file" >> /etc/a.txt

1s >> /etc/a.txt

#NetScaler Commands

add 1lb vserver v2 http

#Shell Commands

echo "this is a 1" >> /etc/a.txt

#NetScaler Commands

add 1lb vserver v3 http

#end of file

kind: ConfigMap

metadata:

creationTimestamp: 2017-12-26T06:26:50Z

name: cpx-config

namespace: default

resourcevVersion: '"8865149"

selfLink: /api/vil/namespaces/default/configmaps/cpx-config

uid: clc7ch5b-ea05-11e7-914a-926745c10b02

EeI LRI T A 7EB FERZE NetScaler CPX LAY YAML X H4H157E Y ConfigMap ~ cpx-

config
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apivVersion: vi

kind: Pod

metadata:

name: cpx-1

labels:

app: cpx-daemon

annotations:

NETSCALER_AS_APP: "True"

spec:

hostNetwork: true

containers:

- hame: CpX

image: "quay.io/citrix/citrix-k8s-cpx-ingress:13.1-33.47"

securityContext:

privileged: true

volumeMounts:

- name: config-volume

mountPath: /cpx/bootup_conf

env:

- name: "EULA"

value: "yes"

- name: "NS_NETMODE"
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value: "HOST"

- name: "kubernetes_url"

- name: "NS_MGMT_SERVER"

value: "10.90.248.99"

- name: "NS_MGMT_FINGER_PRINT"

value:

- name: "NS_ROUTABLE"

value: "FALSE"

- name: "KUBERNETES_TASK_ID"

valueFrom:

fieldRef:

fieldPath: metadata.name

imagePullPolicy: Never

volumes:

- name: config-volume

configMap:

name: cpx-config

NetScaler CPX S2EREH/Z 5 ConfigMap FisENEESS,

CPX 34,
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value: "https://10.90.248.101:6443"

"19:71:A3:36:85:0A:2B:62:24:65:0F:7E:72:CC:DC:AD:B8:BF:53:1E"

cpx-config ¥R/ FTF NetScaler
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63 ConfigMap 79 NetScaler CPX Eii&
by =iy V) L2

E X IEFR
IEaILUER ConfigMap BENXIEMRECEX M (JSON () EHLE Kubernetes HEY NetScaler

CPX™ S2fil, XITIFIEAMNBEXIEEMAX I, MEFBERLE CPX BIEIAEIRECE X

( schema.json #1 reference_schema.json ) o

EE5hHAE], NetScaler CPX SEAIEFBRIATEARECE X INETE  /var/metrics_conf BRH. 0l
RIBTE  /cpx/custom_metrics_conf AhiEZ ConfigMap, CPX FIRIESET JSON X, FHEE
WM E H1B  /var/metrics_conf F, SERAXXEHTE

xR

« BEX JSON XH#HMAZHEMEY ISON, TR HEE oA MEkE, HEBIRTIERE
boot.log M,

o XA ( schema.json . reference_schema.json ) BRI IE,

« BRI HERNBEX X BEIRIN .

=\ b=
A& B E XIEMR
&R LLEE 8132 ConfigMap HEREBE£E ConfigMap BY NetScaler CPX 325 3KECiE NetScaler
CPX BYE E X$51F.

fEM CLI #{TEE

BIBIEEIRHELE NetScaler CPX SEAIBBEXISIFECEXH (JSON 81) « U TFE—TRAIBE
XECEXfF -

"counter": "http_requests_total",

"label": "method",

"description": "Total HTTP requests by method"
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€M ' kubectl create configmap #nH MBI ConfigMap. N, BEEFAEXH

custom_schema.json &%/ custom-metrics-conf HY ConfigMap :

kubectl create configmap custom-metrics-conf --from-
file=custom_schema.json=./custom_schema. json

fEF8 kubectl get configmap @S ZEABIER ConfigMap,

kubectl get configmap custom-metrics-conf -o yaml

LR RBIERT R

apiversion: vi
data:

custom_schema.json: |

{

"counter": "http_requests_total",

"label": "method",

"description": "Total HTTP requests by method"
}

kind: ConfigMap

metadata:

creationTimestamp: 2026-05-14T06:26:50Z

name: custom-metrics-conf

namespace: default
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resourcevVersion: '"8865149"

uid: clc7ch5b-eab5-11e7-914a-926745c10b02

€/ YAML X #1TECE

TEFF8BE NetScaler CPX SKHIRY YAML X HH3EE 813#RY ConfigMap ' custom-metrics-conf
o UTRAIEERT T WEITEERE YAML 81 E ConfigMap :

apiVersion: vi
kind: Pod
metadata:
name: cpx-1
labels:
app: cpx-daemon
annotations:
NETSCALER_AS_APP: "True"
spec:
containers:
- name: cpx
image: "quay.io/netscaler/netscaler-cpx:14.1-72.56"
securityContext:
privileged: true
volumeMounts:
- name: config-volume

mountPath: /cpx/bootup_conf
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- name: custom-metrics-volume

mountPath: /cpx/custom_metrics_conf

env.

- name: "EULA"

value: "yes"

imagePullPolicy: IfNotPresent

volumes:

- name: config-volume

configMap:

name: cpx-config

- name: custom-metrics-volume

configMap:

name: custom-metrics-conf

EBZE NetScaler CPX L6, SKBIEREHEDNG, FRAIASIRECEX Y ((schema.json #
reference_schema.json ) SfHETE /var/metrics_conf i, MIEZTE /cpx/
custom metrics_conf HJ ConfigMap FEIEENX JSON X RHLIEFH & HIF] /var/

metrics_conf M,
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T2 NetScaler CPX YEZN Kubernetes T
B Al DNS 75

Kubernetes &£8¥H YL FIF2F Pod #k#¥i DNS S HMIN ATZERF Pod #1T@15. KB Kubernetes £
BXNERR FAFEREHY DNS 53K Kubernetes DNS (kube-dns) &b32, BRFHARSZEMMIT 2R A,
Kubernetes S£8¥AEBAY DNS 15KERIEFEIGN. &b, Kubernetes DNS (kube-dns) faigid &,
W7E, EAIUTES D Kubernetes T 5 _EEFRE NetScaler CPX fEAZAH DNS £77, HE TN A
2 Pod BY DNS i53K¥ & F NetScaler CPX, Fltt, ZRJIAE RN DNS 15K, HEERE
Kubernetes DNS BY 51 &,

79T &R NetScaler CPX, BRI Kubernetes DaemonSet SE{ATE Kubernetes S£E8$HIYE T
= FIAE NetScaler CPX Pod, Kubernetes DaemonSet F{REEEHFE Kubernetes T 5 L EHE—
™ NetScaler CPX 6, AT ENAERF Pod M REEEAXE CPX DNS Pod, ZRZELIE—
Kubernetes ARs5, F1F NetScaler CPX Pod fE A E RS, LtARSSHISEEE IP B{ERZFAER~F Pod B9
DNS . FHRRATERF Pod £/ NetScaler CPX ARSSEEE# IP #hhbi#4T DNS f#fr, 1EBERE
BT = E(ER NetScaler CPX ARS&Ef IP 5T kubelet BCiESX {4,

B A TIFBET 2L T T NetScaler CPX Z82 79 NodelLocal DNS &7z :

* KUBE_DNS_SVC_IP : 3157 kube-dns BARSZHYEEEE IP Hhdlk, iXZ7E NetScaler CPX Pod fd
KRECERSEHISE. 2 NetScaler CPX & 1ZH7%E DNS EiflWN A, NetScaler CPX Pod &%
DNS EEERF I IP ik,

« CPX_DNS_SVC_IP : 357 NetScaler CPX fRSZSEVSEES IP sk, CPX_DNS_SVC_IP IEL =M
FET A EREAM DNS, HFELBHTE0Y, 2FRIM— iptables N, K RENBER
Pod B9 DNS &K E M E T m ARYAH NetScaler CPX Pod,

o 'NS_DNS_FORCE_TCP . IHIFIZETTE258%I%t DNS iEK{EA TCP, EMfEZEIAZ®ET UDP KK,

e 'NS_DNS_EXT_RESLV_IP :@ 1ISENERBFARSZESHY IP ik, LURAFEEEY DNS 5K EME1Z
ARZ3 23,
« NS_DNS_MATCH_DOMAIN : {5EEICEMANENRFRE, UWHEEAERBINBLIIIRS 25

ET S L ERZ NetScaler CPX {EJJ DNS £&7%
¥ NetScaler CPX 3BE ) Kubernetes £8$Hy7Aith DNS S SIELUTES -

EETRLE:
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« B3# Kubernetes fRS5, HI¥ NetScaler CPX Pod N E RS
« 8Ji ConfigMap, FAT 7 NetScaler CPX Pod EXIF BT &

« {EH Kubernetes DaemonSet 7 Kubernetes 2SN = EIAE NetScaler CPX Pod,
EIEN=LE:

o+ {&2 kubelet BBE X, fEF NetScaler CPX fRSZBIEEET IP HI3EF DNS 153K4% & B NetScaler
CPXo

Kubernetes ¥ s FRYECE

7T Kubernetes TS _EHITIUTHE, LU NetScaler CPX E3E T S YA # DNS £7F .

1. £ cpx_dns_svc.yaml X{HEIE—TLL NetScaler CPX Pod fEARmREVARSS -

kubectl apply -f cpx_dns_svc.yaml

cpx_dns_svc.yaml FIEMHEIIT :

apivVersion: vi
kind: Service
metadata:
name: cpx-dns-svc
labels:
app: cpxd
spec:
ports:
- protocol: UDP
port: 53

name: dns

- protocol: TCP
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port: 53

name: dns-tcp

selector:

app: cpx-daemon

2. FREX NetScaler CPX ARZZHY IP Hhilk,

I kubectl get svc cpx-dns-svc
3. 3REX Kube DNS ARSSHY IP #hiit,

I kubectl get svc -n kube-system

4. BIE—" ConfigMap, AT ENX NetScaler CPX Pod HNIfIET &, XEKFIBLEARATEiE

NetScaler CPX IR #0 Kube DNS BREZHI IP bk, 7EILS B, ﬁﬁast#qﬂ?aijﬁﬂz?% (1A

) HIRETE6IE T — 1l ConfigMap ' cpx-dns-cache o

kubectl create configmap cpx-dns-cache --from-file &1lt;path-to-file>

WUTFR—TmAIXH, HPEEENREN,

CPX_DNS_SVC_IP: 16.111.95.145

EULA: "yes"

KUBE_DNS_SVC_IP: 10.96.0.10

NS _CPX_LITE: "1"

NS_DNS_EXT_RESLV_IP: 10.102.217.142

NS_DNS_MATCH_DOMAIN: citrix.com

PLATFORM: CP1000

MUTF2—1 7 ConfigMap :
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apivVersion: vi

data:

CPX_DNS_SVC_IP: 10.111.95.145

EULA: "yes"

KUBE_DNS_SVC_IP: 10.96.0.10

NS_CPX_LITE: "1"

NS_DNS_EXT_RESLV_IP: 10.102.217.142

NS_DNS_MATCH_DOMAIN: citrix.com

PLATFORM: CP1000

kind: ConfigMap

metadata:

creationTimestamp: "2019-10-15T07:45:542"

name: cpx-dns-cache

namespace: default

resourcevVersion: "8026537"

selfLink: /api/vl/namespaces/default/configmaps/cpx-dns-cache

uid: 8d06f6ee-133b-4ela-913c-9963chf4f48

5. EET = A NetScaler CPX glliZ— Kubernetes DaemonSet,

kubectl apply -f cpx_daemonset.yaml

cpx_daemonset.yaml S{HIRMHEINT ¢
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apivVersion: apps/vi

kind: DaemonSet

metadata:

name : cpx-daemon

labels:

app: cpxd

spec:

selector:

matchLabels:

app: cpx-daemon

template:

metadata:

labels:

app: cpx-daemon

spec:

containers:

- name: cpxd

imagePullPolicy: IfNotPresent

image: localhost:5000/dev/cpx

volumeMounts:

- mountPath: /netns/default/

name: test-vol
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ports:

- containerPort: 53

envFrom:

- configMapRef:

name: cpx-dns-cache

securityContext:

privileged: true

allowPrivilegeEscalation: true

capabilities:

add: ["NET_ADMIN"]

volumes:

- name: test-vol

hostPath:

path: /proc/1/ns

type: Directory

Kubernetes £ TEFH R ERVECE

EETRETERRER, ELFTRERITUTSE

1. &K kubelet EEBX 4, WENFBTER Pod BJLUEA NetScaler CPX RSB EEE IP #1T DNS f#

#r, J37EAF

« R BEFECET RAY kubelet VTR, HILLUFEIUEN  --cluster-dns BEIE,

--cluster-dns=&1t;CPX_DNS_SVC_IP>,&lt;KUBE_DNS_SVC_IP>

BqE
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« {BEE /etc/systemd/system/kubelet.service.d/10-kubeadm.conf {4, FHERUT
HIEBER  --cluster-dns ZH,

a. 4gi8 kubelet BR&, F7  --cluster-dns ZBEIETE NetScaler CPX [RSEBBVEEE 1P #h
HEFD  kube-dns ARSS IP #hudit,

root@node:~# cat /etc/systemd/system/kubelet.service.d/10-
kubeadm.conf | grep KUBELET_DNS_ARGS

Environment="KUBELET_DNS_ARGS=--cluster-
dns=10.111.95.145,10.96.0.10 --cluster-domain=cluster.local"

ExecStart=/usr/bin/kubelet $KUBELET_KUBECONFIG_ARGS
$KUBELET_CONFIG_ARGS $KUBELET_DNS_ARGS

b. ERL T HEHMET KA kubelet :

# systemctl daemon-reload

# service kubelet restart
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£ Google Compute Engine L8fE
NetScaler CPX {{IE

AEREFERE N A T {N{AI7E Google Cloud BY Google Compute Engine (GCE) 1§ Docker ZpE
NetScaler CPX, F1E{ W MLZH551T NetScaler Console, TELLEREH, LEE GCE £HY
NetScaler CPX WA N gimiRS 2T Eit9%, NetScaler Console I2HIFRIFOITERR A R,

NetScaler CPX @—fE TR ZMMIE, ZHFEEWE 7 BINeE. SSL E#H. ZMMYF NITRO
APl, NetScaler Console IR HEIE. FrIMOITERE R, ENIFrIIRS 23S, NetScaler Console
RNEAMEEEHEITH NetScaler CPX LR EIZIL

CPX #1 CPX Express @EREHIMR, HEFEA NetScaler Console R HZE CPX BUYKET,
Docker App Store 1B CPX Bf§ (kR4 11 58 12) SR A— 17 EH CPX L6, tR&E 1]
iE, CPX BRMEIFR79— CPX Express £, 23F 20 Mbps # 250 ™ SSL %%,

FoRFMF

« 2 GB NTEM 1 1 vCPU EFF NetScaler CPX
« A]M GCE 3XEXHY Docker FFi&
o TEAHEITHY NetScaler Console, @3 B ELMWEY VPN E#%] GCE

B X 9{AIERZE NetScaler Console BIE B, 1EEIREBZE NetScaler Consoles

ECES R
ERTHTA TS B ERBILBE,

1. £ GCE VM k%% Docker,

2. BEiES Docker SLBIRNZZ API E1S,
3. 7% NetScaler CPX MR,

4. BlIEE— CPX £,

5. J@id NetScaler Console 7] NetScaler CPXo
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6. 7E NetScaler CPX tACE R #H FEARSHKRIEAE,

a. &% NGINX Web R 28,

b. BCE NetScaler CPX #1THHE T4, HIIERFHERT Web RS BB EC.

HIE 1 : 7 GCE VM %23 Docker

£ GCE H1, fIiE— Linux Ubuntu VM, #AlG, ERUTRAIFRERHGSE VM ERE
Docker .

$ sudo curl -ssl https://get.docker.com/ | sh
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

OO0OOOO0OO --:1--:-- --i--1-- --:1--:-- 0Ocurl: (6) Could not resolve
host: xn--ssl-1n0a

100 17409 100 17409 0 0 21510 @ --:--:-- --i--1-- --1--1-- 21492

apparmor is enabled in the kernel and apparmor utils were already
installed

\+ sudo -E sh -c apt-key add -
\+ echo ----- BEGIN PGP PUBLIC KEY BLOCK-----

Version: GnuPG vi1

MQINBFW1n24BEADrB15p99uKh8+rpvgJ48udeTtjeXAwWbslJotmC/CakbNSq0Ob9o
ddfzRvGVeJVERt/Q/mlvEqgnyTQy+e60EYN2Y2kgXceUhXagThnqCoxcEJ3+KM4R
mYdoe/BJ/J/6rH0jq70mk24z29B3RULUAV571Y5VGwW5p45uZB4C4pNNsSBIXoCvPn
TGAs/7IrekFzZDDgVraPx/hdiwopQ8N1tSfZCyu/jPpWFK28TR8yfV1zYFwibj5wK
dHM7ZTqlA1tHIG+agyPf3Rae®jPMsHR6q+arXVwMccy0i+ULUOZ8mMHUI3iEMIrpT

X+80KaN/ZjibfsBOCjcfiJSB/acn4nxQQgNzigna32velafhQivsNREFeJpzENiG
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HOoyC6qVeOgKrRiKxzymjOFIMLru/iFF5pSWcBQB7PY1t8J0G801ACPr6VCiN+4c

NKvO3SdvA69dC0Oj79Pu09IIvQsIXsSq96HB+TeEmmML+xSdpGtGdCIHHM1fDeCqkZ

hT+RtBGQL2SEdW]jXxbF430QopocT8cHvyX6Zaltn@svoGs+wX3Z/H6/8P5anog43U

65C0A+64Jj00rNDr8j31izhtQMR0892kGeQAaaxg4Pz6HNS7hRC+CcOMHUU4HA7iM

ZHrouAdYeTZeZEQOA7SXtCME9ZnGwe2grxPXh/U/80WJIGkzLFNcTKdv+rwARAQAB

tDAEb2NrZXIgUmVsZWFzZSBUb29SIChyZWx1YXN1ZG9ja2VyKSA8ZG9ja2VyQGRv

Y2t1lci5jb20+iQIcBBABCYAGBQJIWW7VAAACJEFYZYeVS+wOQHYsP/i37m4Syo0CV

cnyb118vzwBEcp4VCRbXVHVOXtylgccVIV8/aJqNKgBV971Y3vrpOyileB8ETQeq

SrXFE7t/GzOrsLObgfLEHdmN5iBJRkhLfCpzjeOnyB3Z0IJB6U0g0/msQVYe5CXJ

16uwr@AmoiCBLrV1DAktxVhORWchO10KZRX2FpHU8h+uM@/zySqIidlYfLa3y50H

scU+nGU1i6ImwDTD3ysZC5jp9aVfvUmcESyAb4vvdcAHR+bXhA/RW8QHeeMF1iww

7223 YHyuHmDNWG2yUrnCqAJTrWwv+0fKRIZZz JFBs4e88rus5h2ZIXdRepw/+COYj34

LyzXxR2cxr2u/xvxwXCkSMe7F4KZAphD+1ws61FhnUMi/PERMYfTFuvPrCckq4gyBj

t3fFpZ2NR/TKW87Q0eVcn1ivX19id3MMs9KXJIsg7QasT7mCsee2VIFsXrkFQ2jNp

D+JAERRNIFj4ArHL5TbwkkFbZZvSi6f r5h2GbCAXIGhIXKnjjorPY/YDX6X8AaHO

W1zblWy/CFr6VF1963jrjJgag0GetNtBZLrclZgWhOQpezzZ5Lbvz2ZA5CqRr FAVC

WPNW1fObFIRtqV6vUV1IuFOPCMAANONQRO2wIt17iVQ]j030VNOMbQi9vjuExXhlYo

ScVetiO6LSm1QfVEVRTgHLMgXyR/EM0o71iQIcBBABCgJAGBQJIXSWB1AA0JEFyYyzYeVS

\+wOQeHOQAIBbtATYWYPUA]jFRUy9gqlnPhZ+xt1rnwsUzsbmo8K3XTNh+1/RO8nu6d

sczw30Q1wju28fhiN8ay223+69f0+yICaXqR18AbGgFGKX7vo0gfEVaxdItUN3eH

NydGFzmeOKbALlrXIMECNSTG/TKFVYOONt1vOvSN2BupmTagTRErXLZKNVSWRzp+X
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OK

\+ sudo -E sh -c mkdir -p /etc/apt/sources.list.d

\+ dpkg --print-architecture

\+ sudo -E sh -c echo deb \\\[arch=amd64\\\] https://
apt.dockerproject.org/repo ubuntu-yakkety main \> /etc/apt/sources.list.d/

docker.list

\+ sudo -E sh -c sleep 3; apt-get update; apt-get install -y -q docker-
engine

Hit:1 http://us-westl.gce.archive.ubuntu.com/ubuntu yakkety InRelease

Get:2 http://us-westl.gce.archive.ubuntu.com/ubuntu yakkety-updates
InRelease \[102 kB\]

Get:3 http://us-westl.gce.archive.ubuntu.com/ubuntu yakkety-backports
InRelease \[102 kB\]

Get:4 http://us-westl.gce.archive.ubuntu.com/ubuntu yakkety/restricted
Sources \[5,376 B\]

Get:5 http://us-westl.gce.archive.ubuntu.com/ubuntu yakkety/multiverse
Sources \[181 kB\]

Get:6 http://us-westl.gce.archive.ubuntu.com/ubuntu yakkety/universe
Sources \[8,044 kB\]

Get:7 http://archive.canonical.com/ubuntu yakkety InRelease \[11.5 kB\]

Get:8 http://security.ubuntu.com/ubuntu yakkety-security InRelease \[102
kB\]

Get:9 https://apt.dockerproject.org/repo ubuntu-yakkety InRelease \[47.3
kB\]

Get:10 http://us-westl.gce.archive.ubuntu.com/ubuntu yakkety/main Sources
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\[903 kB\]

Get:11 http://us-westl.gce.archive.
restricted Sources \[2,688 B\]

Get:12 http://us-westl.gce.archive.
universe Sources \[57.9 kB\]

Get:13 http://us-westl.gce.archive.
multiverse Sources \[3,172 B\]
Get:14 http://us-westl.gce.archive.
Sources \[107 kB\]

Get:15 http://us-westl.gce.archive.
amd64 Packages \[268 kB\]
Get:16 http://us-westl.gce.archive.

Translation-en \[122 kB\]

Get:17 http://us-westl.gce.archive.
universe amd64 Packages \[164 kB\]

Get:18 http://us-westl.gce.archive.ubuntu.

universe Translation-en \[92.4 kB\]

Get:19 http://us-westl.gce.archive.ubuntu.

multiverse amd64 Packages \[4,840 B\]

Get:20 http://us-westl.gce.archive.ubuntu.

multiverse Translation-en \[2,708 B\]

Get:21 http://us-westl.gce.archive.ubuntu.

universe Sources \[2,468 B\]

Get:22 http://us-westl.gce.archive.ubuntu.

main Sources \[2,480 B\]

Get:23 http://us-westl.gce.archive.ubuntu.

main amd64 Packages \[3,500 B\]

Get:24 http://us-westl.gce.archive.ubuntu.

universe amd64 Packages \[3,820 B\]
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ubuntu.

ubuntu.

ubuntu.

ubuntu.

ubuntu.

ubuntu.

ubuntu.

com/ubuntu

com/ubuntu

com/ubuntu

com/ubuntu

com/ubuntu

com/ubuntu

com/ubuntu

com/ubuntu

com/ubuntu

com/ubuntu

com/ubuntu

com/ubuntu

com/ubuntu

com/ubuntu

yakkety-updates/

yakkety-updates/

yakkety-updates/

yakkety-updates/main

yakkety-updates/main

yakkety-updates/main

yakkety-updates/

yakkety-updates/

yakkety-updates/

yakkety-updates/

yakkety-backports/

yakkety-backports/

yakkety-backports/

yakkety-backports/
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\[2, 480 B\]

\[47.7 kB\]

Packages \[2,453 B\]

\[20.7 kB\]

Sources \[1,140 B\]

Sources \[2,292 B\]

Packages \[150 kB\]

Translation-en \[68.0 kB\]

Packages \[77.2 kB\]

Translation-en \[47.3 kB\]

Packages \[2,832 B\]

Reading package lists... Done

Reading package lists...

Building dependency tree...
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Get:29 http://security.ubuntu.

Get:30 http://security.ubuntu.

Get:31 http://security.ubuntu.

Get:32 http://security.ubuntu.

Get:33 http://security.ubuntu.

Get:34 http://security.ubuntu.

Get:35 http://security.ubuntu.

Get:36 http://security.ubuntu.

universe Translation-en \[1,592 B\]

com/ubuntu

com/ubuntu

com/ubuntu

com/ubuntu

com/ubuntu

com/ubuntu

com/ubuntu

com/ubuntu

Fetched 10.8 MB in 2s (4,206 kB/s)

Get:25 http://us-westl.gce.archive.ubuntu.com/ubuntu yakkety-backports/

Get:26 http://archive.canonical.com/ubuntu yakkety/partner amd64 Packages

Get:27 http://security.ubuntu.com/ubuntu yakkety-security/main Sources

Get:28 https://apt.dockerproject.org/repo ubuntu-yakkety/main amd64

yakkety-security/universe Sources

yakkety-security/multiverse

yakkety-security/restricted

yakkety-security/main amd64

yakkety-security/main

yakkety-security/universe amd64

yakkety-security/universe

yakkety-security/multiverse amd64
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Reading state information...

The following additional packages will be installed:

aufs-tools cgroupfs-mount 1ibltdl?7

The following NEW packages will be installed:

aufs-tools cgroupfs-mount docker-engine libltdl7

0 upgraded, 4 newly installed, © to remove and 37 not upgraded.

Need to get 21.2 MB of archives.

After this operation, 111 MB of additional disk space will be used.

Get:1 http://us-westl.gce.archive.ubuntu.com/ubuntu yakkety/universe amd64
aufs-tools amd64 1:3.2+20130722-1.1ubuntul \[92.9 kB\]

Get:2 http://us-westl.gce.archive.ubuntu.com/ubuntu yakkety/universe amd64
cgroupfs-mount all 1.3 \[5,778 B\]

Get:3 http://us-westl.gce.archive.ubuntu.com/ubuntu yakkety/main amd64
1ibltdl7 amd64 2.4.6-1 \[38.6 kB\]

Get:4 https://apt.dockerproject.org/repo ubuntu-yakkety/main amd64 docker -
engine amd64 17.05.0~ce-0~ubuntu-yakkety \[21.1 MB\]

Fetched 21.2 MB in 1s (19.8 MB/S)

Selecting previously unselected package aufs-tools.

(Reading database ... 63593 files and directories currently installed.)

Preparing to unpack .../aufs-
tools\ 1%3a3.2+20130722-1.1ubuntul\_amd64.deb

Unpacking aufs-tools (1:3.2+20130722-1.1ubuntul)

Selecting previously unselected package cgroupfs-mount.

Preparing to unpack .../cgroupfs-mount\_1.3\_all.deb
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Unpacking

Selecting

Preparing

Unpacking

Selecting

Preparing

Setting up

Processing

Setting up

Processing

Processing

Setting up

Processing

Setting up

cgroupfs-mount (1.3)

previously unselected package libltdl7:amd64.

to unpack

.../1ib1td17\_2.4.6-1\_amd64.deb

1ibltdl7:amd64 (2.4.6-1)

previously unselected package docker-engine.

to unpack

yakkety\_amd64.deb

.../docker-engine\_17.05.0~ce-0~ubuntu-

Unpacking docker-engine (17.05.0~ce-0~ubuntu-yakkety)

aufs-tools (1:3.2+20130722-1.1ubuntul)

triggers

cgroupfs

triggers

triggers

1libltdl7

triggers

for ureadahead (0.100.0-19)

-mount (1.3)

for libc-bin (2.24-3ubuntu2)

for systemd (231-9ubuntu4)

:amd64 (2.4.6-1)

for man-db (2.7.5-1)

docker-engine (17.05.0~ce-0~ubuntu-yakkety)

Created symlink /etc/systemd/system/multi-user.target.wants/docker.service
- /lib/systemd/system/docker.service.

Created symlink /etc/systemd/system/sockets.target.wants/docker.socket - /
lib/systemd/system/docker.socket.

Processing triggers for ureadahead (0.100.0-19)

Processing triggers for libc-bin (2.24-3ubuntu2)

Processing triggers for systemd (231-9ubuntu4)
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\+ sudo -E sh -c docker version

Client:

Version: 17.05.0-ce

API version: 1.29

Go version: gol.7.5

Git commit: 89658be

Built: Thu May 4 22:15:36 2017

0S/Arch: linux/amd64

Server:

Version: 17.05.0-ce

API version: 1.29 (minimum version 1.12)

Go version: gol.7.5

Git commit: 89658be

Built: Thu May 4 22:15:36 2017

0S/Arch: linux/amd64

Experimental: false

If you would like to use Docker as a non-root user, you should now

consider

adding your user to the "docker" group with something like:

© 1997-2026 Citrix Systems, Inc. All rights reserved. 104



NetScaler CPX 14.1

sudo usermod -aG docker albert\_lee

Remember that you will have to log out and back in for this to take
effect.

WARNING: Adding a user to the "docker" group will grant the ability to run

containers which can be used to obtain root privileges on the

docker host.

Refer to https://docs.docker.com/engine/security/security/\#docker-daemon-
attack-surface

for more information.

**¢ sudo docker info**

Containers: 0

Running: 0

Paused: 0
Stopped: 0
Images: 0

Server Version: 17.05.0-ce

Storage Driver: aufs

Root Dir: /var/lib/docker/aufs
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Backing Filesystem: extfs

Dirs: 0

Dirperml Supported: true

Logging Driver: json-file

Cgroup Driver: cgroupfs

Plugins:

Volume: local

Network: bridge host macvlan null overlay

Swarm: inactive

Runtimes: runc

Default Runtime: runc

Init Binary: docker-init

containerd version: 9048e5e50717ea4497b757314bad98ea3763c145

runc version: 9c2d8d184e5da67c95d601382adf14862e412228

init version: 949e6fa

Security Options:

apparmor

seccomp

Profile: default

Kernel Version: 4.8.0-51-generic

Operating System: Ubuntu 16.10

0SType: linux
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Architecture: x86\_64

CPUs: 1

Total Memory: 3.613GiB

Name: docker-7

ID: R5TW:VKXK:EKGR:GHWM:UNU4:LPJH:IQY5:X77G:NNRQ:HWBY :LIUD:4ELQ

Docker Root Dir: /var/lib/docker

Debug Mode (client): false

Debug Mode (server): false

Registry: https://index.docker.io/v1l/

Experimental: false

Insecure Registries:

127.0.0.0/8

Live Restore Enabled: false

WARNING: No swap limit support

**$ sudo docker images**

REPOSITORY TAG IMAGE ID CREATED SIZE

**$ sudo docker ps**
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CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES

518 2 : BEiB 5 Docker S2HIRYITIE API E(E

FTHImO 4243 LUEES Docker =2f1i#1T API 3815, NetScaler Console EZ im0 F 885 Docker
SMUTIBEL

**cd /etc/systemd/system**
**sudo vi docker-tcp.socket**
**cat docker-tcp.socket**
\[Unit\]
**Description=Docker Socket for the API
\[Socket\]
ListenStream=4243
BindIPv60nly=both
Service=docker.service
\[Install\]

WantedBy=sockets.target**

$ **sudo systemctl enable docker-tcp.socket**

Created symlink /etc/systemd/system/sockets.target.wants/docker-tcp.socket
- /etc/systemd/system/docker-tcp.socket.
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**sudo systemctl enable docker.socket**
**sudo systemctl stop docker**
**sudo systemctl start docker-tcp.socket**
**sudo systemctl start docker**
$ **sudo systemctl status docker**
e docker.service - Docker Application Container Engine

Loaded: loaded (/lib/systemd/system/docker.service; enabled; vendor
preset: enabled)

Active: **active (running)** since Wed 2017-05-31 12:52:17 UTC; 2s ago
Docs: https://docs.docker.com

Main PID: 4133 (dockerd)

Tasks: 16 (limit: 4915)

Memory: 30.1M

CPU: 184ms

CGroup: /system.slice/docker.service

4133 /usr/bin/dockerd -H fd://

L4137 docker-containerd -1 unix:///var/run/docker/libcontainerd/docker -

containerd.sock --metrics-interval=0 --start-timeout 2m -

May 31 12:52:17 docker-7 dockerd\[4133\]:
time="2017-05-31T12:52:17.300890402Z" level=warning msg="Your kernel does
not support cgroup rt peri

May 31 12:52:17 docker-7 dockerd\[4133\]:
time="2017-05-31T12:52:17.301079754Z2" level=warning msg="Your kernel does
not support cgroup rt runt
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May 31 12:52:17 docker-7 dockerd\[4133\]:
time="2017-05-31T12:52:17.301681794Z" level=info msg="Loading containers:
start."

May 31 12:52:17 docker-7 dockerd\[4133\]:
time="2017-05-31T12:52:17.417539064Z2" level=info msg="Default bridge
(docker®) is assigned with an I

May 31 12:52:17 docker-7 dockerd\[4133\]:
time="2017-05-31T12:52:17.465011600Z" level=info msg="Loading containers:
done."

May 31 12:52:17 docker-7 dockerd\[4133\]:
time="2017-05-31T12:52:17.484747909Z2" level=info msg="Daemon has completed
initialization"

May 31 12:52:17 docker-7 dockerd\[4133\]:
time="2017-05-31T12:52:17.485119478Z2" level=info msg="Docker daemon"
commit=89658be graphdriver=aufs

May 31 12:52:17 docker-7 systemd\[1\]: Started Docker Application

Container Engine.

May 31 12:52:17 docker-7 dockerd\[4133\]:
time="2017-05-31T12:52:17.503832254Z2" level=info msg="API listen on /var/
run/docker.sock"

May 31 12:52:17 docker-7 dockerd\[4133\]:
time="2017-05-31T12:52:17.504061522Z7" level=info msg="API listen on \[::
\]:4243"

(external)$ **curl 104.199.209.157:4243/version**

{"Version":"17.05.0-

ce","ApiVersion":"1.29", "MinAPIVersion":"1.12","GitCommit" :"89658be", "GoVe
rsion":"go1.7.5","0s":"1linux", "Arch":"amd64", "KernelVersion":"4.8.0-52-
generic","BuildTime":"2017-05-04T22:15:36.071254972+00:00"}

(external)$
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HIE 3 | 2 NetScaler CPX BR{&

M Docker App Store 3XEX NetScaler CPX B, CPX Express #l CPX EBHERMNMEGK, EZE, H
f&{E5 A NetScaler Console FR] HZ % CPX BUKREY, ZBKRIAL—TEF 1 Gbps MfEERTE
CPX 526, SNERBWFENE, ZMIKIFR I— CPX Express 3261, 323#F 20 Mbps # 250 4 SSL
E¥,

$ **sudo docker pull store/citrix/citrixadccpx:13.0-36.29**
13.0-36.29: Pulling from store/citrix/citrixadccpx
4e1f679e8ab4: Pull complete

a3ed95caeb02: Pull complete

2931a926d44b: Pull complete

362cd40c5745: Pull complete

die0118725a7a: Pull complete

1e570419a7e5: Pull complete

d19e06114233: Pull complete

d3230fee8ffd: Pull complete

22bdb10a70ec: Pull complete

1a5183d7324d: Pull complete

241868d4ebff: Pull complete

3f963e7ae2fc: Pull complete

fd254cflea7c: Pull complete

33689c749176: Pull complete

59c27bad28f5: Pull complete
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588f5003e10f: Pull complete

Digest:
sha256:31a65cfa38833c747721c6fbcl42faec6051e5f7b567d8b212d912b69b4flebe

Status: Downloaded newer image for store/citrix/citrixadccpx:13.0-36.29

$ **sudo docker images**

REPOSITORY TAG IMAGE ID CREATED SIZE

store/citrix/citrixadccpx:13.0-36.29 6fa57c38803f 3 weeks ago 415MB

ISIE 4 : B NetScaler CPX S:4

7£ Docker FA_EZZE NetScaler CPX MUK, ITHAFERSZNIEO, MU TREIFAR, HA
NetScaler Console 38— IP it :

bash-2.05b\# **CHOST=${1:-localhost}**

bash-2.05b\# **echo | openssl s\_client -connect $CHOST:443 | openssl x509
-fingerprint -noout | cut -d'=' -f2**

depth=0 C = US, ST = California, L = San Jose, O = NetScaler, OU =
Internal, CN = Test Only Cert

verify error:num=18:self signed certificate
verify return:1

depth=0 C = US, ST = California, L = San Jose, O = NetScaler, OU =
Internal, CN = Test Only Cert

verify return:1

DONE
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24:AA:8B:91:7B:72:5E:6E:C1:FD:86:FA:09:B6:42:49:FC:1E:86:A4

bash-2.05b\#

$ **sudo docker run -dt -p 50000:88 -p 5080:80 -p 5022:22 -p 5443:443 -p
5163:161/udp -e NS\_HTTP\_PORT=5080 -e NS\_HTTPS\_PORT=5443 -e
NS\_SSH\_PORT=5022 -e NS\_SNMP\_PORT=5163 -e EULA=yes -e
LS\_IP=XX.XX.XX.XX -e& PLATFORM=CP1000 --privileged=true --ulimit core=-1
- NS\_MGMT\_SERVER=XX.XX.XX.XX:XXXX -€
NS\_MGMT\_FINGER\_PRINT=24:AA:8B:91:7B:72:5E:6E:C1:FD:86:FA:09:B6:42:49:FC
:1E:86:A4 --env NS\_ROUTABLE=false --env HOST=104.199.209.157 store/
citrix/citrixadccpx:13.0-36.29**

44calc6c0907el17a10ffch9ffe33cd3e9f71898d88121816e714821870fa3538

$ **sudo docker ps**

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES

44calc6c0907 store/citrix/citrixadccpx:13.0-36.29 "/bin/sh -c 'bash ..."
19 seconds ago Up 17 seconds 0.0.0.0:5022-\>22/tcp, 0.0.0.0:5080-\>80/tcp,

0.0.0.0:50000-\>88/tcp, 0.0.0.0:5163-\>161/udp, 0.0.0.0:5443-\>443/tcp
gifted\_perlman

$ **ssh -p 5022 root@localhost**

root@localhost's password:

Welcome to nsoslx 1.0 (GNU/Linux 4.8.0-52-generic x86\_64)

\* Documentation: https://www.citrix.com/
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Last login: Mon Jun 5 18:58:51 2017 from XX.XX.XX.XX

l

root@44calc6c0907:~\#
root@44calc6c0907:~\#
root@44calc6c0907:~\# **cli\_script.sh 'show ns ip'**

exec: show ns ip

Ipaddress Traffic Domain Type Mode Arp Icmp Vserver State

1\) 172.17.0.2 0 NetScaler IP Active Enabled Enabled NA Enabled

2\) 192.0.0.1 O SNIP Active Enabled Enabled NA Enabled

Done

root@44calc6c0907:~\# **cli\_script.sh 'show licenseserver'**

exec: show licenseserver

1\) ServerName: XX.XX.XX.xXPort: 27000 Status: 1 Grace: O Gptimeleft: 0

Done

root@44calc6c0907:~\# cli\_script.sh 'show capacity'

exec: show capacity

Actualbandwidth: 1000 Platform: CP1000 Unit: Mbps Maxbandwidth: 3000
Minbandwidth: 20 Instancecount: 0

Done

root@44calc6c0907:~\#

$ **sudo iptables -t nat -L -n**
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MASQUERADE

MASQUERADE

MASQUERADE

MASQUERADE

MASQUERADE

MASQUERADE

all --

tcp --

udp --

tcp --

tcp --

tcp --

172.17.0.

172.

172.

172.

172.

172.

Chain INPUT (policy ACCEPT)

17.

17.

17.

17.

17.

Chain DOCKER (2 references)

Chain PREROUTING (policy ACCEPT)

target prot opt source destination

target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination

Chain POSTROUTING (policy ACCEPT)

target prot opt source destination

0/16 0.0.

.2 172.17.

.2 172.17.

.2 172.17.

.2 172.17.

.2 172.17.

target prot opt source destination
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.0/0

.2 tcp dpt

.2 udp dpt

.2 tcp dpt

.2 tcp dpt

.2 tcp dpt

DOCKER all -- 0.0.0.0/0 0.0.0.0/0 ADDRTYPE match dst-type LOCAL

DOCKER all -- 0.0.0.0/0 \!127.0.0.0/8 ADDRTYPE match dst-type LOCAL

1443

1161

: 88

: 80

122
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3SR 5 . J@id NetScaler Console 8] NetScaler CPX

{izi% NetScaler Console TEAMITIT, ENiZEEHILIE NetScaler CPX @& ETES NetScaler
Console BIEHEZXEER., UTEIGRET NetScaler CPX M NetScaler Console #ZRiF a1,

RETURN all -- 0.0.0.0/0 0.0.0.0/0

DNAT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:

DNAT udp -- 0.0.0.0/0 0.0.0.0/0 udp dpt:

DNAT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:

DNAT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:

DNAT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:

5080 to0:172.17.0.2:80

5022 to0:172.17.0.2:22

5443 t0:172.17.0.2:443

5163 to:172.17.0.2:161

50000 to:172.17.0.2:88

Networks » License Settings

License Server Port Settings 7/
Proxy Server Port License Server Port Vendor Daemon Port
0 27000 7279
License Files
The following license files are present on this server. Select Add New License to upload more licenses. To delete a license, select the license and click Delete.
Add License File Apply Licenses Delete Download

Name Last Modified Size
FID__3bf0b423_15ba7640cc6_2664.lic 2017-05-23 21:30:15 1.10KB
FID__3bf0b423_15ba7640cc6_2672.lic 2017-05-23 21:30:15 1.10KB
FID__2a2386a8_15b93284902_487e.lic 2017-05-23 21:30:15 1.10K8B
FID__2a2386a8_15b93284902_4878.lic 2017-05-23 21:30:15 1.10KB
FID__3bf0b423_15ba7640cc6_5281.lic 2017-05-23 21:30:15 1.10KB
FID__2a2386a8_15b93284902_4870.lic 2017-05-23 21:30:15 1.10K8B
FID__3bf0b423_15ba7640cc6_527b.lic 2017-05-23 21:30:15 1.10KB
FID__2a2386a8_15b93284902_486a.lic 2017-05-23 21:30:15 1.10KB
FID__3bf0b423_15ba7640cc6_5275.lic 2017-05-23 21:30:15 1.10K8B
FID__2a2386a8_15b93284902_4864.lic 2017-05-23 21:30:15 1.10KB

License Expiry Information

Feature Count Days To Expiry
No items
© 1997-2026 Citrix Systems, Inc. All rights reserved. 116



NetScaler CPX 14.1

Networks » Instances ) NetScaler CPX

NetScaler CPX

Instances 3 Docker Host = 0

Add Provision Delete Dashboard Reboot Action - Search v [« 4
IP Address Host Name State Docker Host Port Range SSH Port HTTP Port HTTPS Port SNMP Port
17217.0.2 -NA- Out of Service 104.196.190.229 32770 32769 32768 32768
17217.05 -NA- Out of Service 10.10.15.159 88-88 32785 32784 32783 32773
" 17217.02 -NA- eup 104.199.209.157 5022 5080 5443 5163 "
Networks » License Settings » CPX Licenses
i (2
CPX Licenses 2
Instances
10.0%
Total 10
Used 1
The following instances are consuming Instance license.
Name IP Address Instance Type v Allocation Status Allocated Capacity
|[ €516b1b61939 17217.0.2 NetScaler CPX Not available () 1 "

I8 6: 7E NetScaler CPX LEC B A HF#RSH WA E

BT, £ Docker EH_EZEE NGINX Web fR$525. A5, TE NetScaler CPX LACE fa & T F
B Web IREZ2:HIME, FHNHEE,

Z23E NGINX Web JRZ38
ERUTRAIRERIGMHELZE NGINX Web fRE 23,

$ sudo docker pull nginx
Using default tag: latest
latest: Pulling from library/nginx

Digest:
sha256:41ad9967ea448d7c2b203c699b429abeled5af331cd92533900c6d77490€0268

Status: Image is up to date for nginx:latest
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**$ sudo docker run -d -p 81:80 nginx**

098a77974818f451c052ecd172080a7d45e446239479d9213cd4eaba3678616f

**$ sudo docker run -d -p 82:80 nginx**

bbdac2920bb4085f70b588292697813e5975389dd546c0512daf45079798db65

**$ sudo iptables -t nat -L -n**

Chain PREROUTING (policy ACCEPT)

target prot opt source destination

DOCKER all -- 0.0.0.0/0 0.0.0.0/0 ADDRTYPE match dst-type LOCAL

Chain INPUT (policy ACCEPT)

target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination

DOCKER all -- 0.0.0.0/0 \!127.0.0.0/8 ADDRTYPE match dst-type LOCAL

Chain POSTROUTING (policy ACCEPT)
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MASQUERADE

MASQUERADE

MASQUERADE

MASQUERADE

MASQUERADE

MASQUERADE

MASQUERADE

DNAT

DNAT

DNAT

DNAT

DNAT

DNAT

DNAT tcp --

udp

tcp

tcp

tcp

tcp

tcp

tcp

udp

tcp

tcp

tcp

tcp

tcp

Chain DOCKER (2

target prot opt

RETURN all -- 0.

= 72,

= 72,

= 72,

= 72,

= 72,

= 72,

= 72,

17.

17.

17.

17.

17.

17.

17.

0.2 172

0.2 172.

0.2 172,

0.2 172.

0.2 172,

0.3 172.

0.4 172.

references)

target prot opt source destination

MASQUERADE all -- 172.17.0.0/16 0.0.

A7,

source destination

0.0.0/0 0.0.0.0/0

.0.0/0

.0.0/0

.0.0/0

.0.0/0

.0.0/0

.0.0/0

.0.0/0

0.

.0.0/0

.0.0/0

.0.0/0

.0.0/0

.0.0/0

.0.0/0

.0.0/0
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tcp

udp

tcp

tcp

tcp

tcp

tcp

17.

17.

17.

17.

17.

17.

0.0/0

0.2

dpt:

dpt:

dpt:

dpt:

dpt:

dpt:

dpt:

tcp

udp

tcp

tcp

tcp

tcp

tcp

dpt

dpt

dpt

dpt

dpt

dpt

dpt

1443

1161

: 88

: 80

122

: 80

: 80

5443 t0:172.17.0.2:443

5163 to:172.17.0.2:161

50000 to:172.17.0.2:88

5080 to0:172.17.0.2:80

5022 to0:172.17.0.2:22

81 t0:172.17.0.3:80

82 t0:172.17.0.4:80
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ECE NetScaler CPX LUA{TAEFEHIIEAFEH T Web BRSZHSE
$ **ssh -p 5022 root@localhost**
root@localhost's password:

Welcome to nsoslx 1.0 (GNU/Linux 4.8.0-52-generic x86\_64)

\* Documentation: https://www.citrix.com/

Last login: Mon Jun 5 18:58:54 2017 from 172.17.0.1
root@44calc6c0907:~\#

root@44calc6c0907:~\#

root@44calc6c0907:~\#

root@44calc6c0907:~\#

root@44calc6c0907:~\# **cli\_script.sh "add service webl 172.17.0.3 HTTP
80"**

exec: add service webl 172.17.0.3 HTTP 80
Done

root@44calc6c0907:~\# **cli\_script.sh "add service web2 172.17.0.4 HTTP
80"**

exec: add service web2 172.17.0.4 HTTP 80
Done

root@44calc6c0907:~\# **cli\_script.sh "add lb vserver cpx-vip HTTP
172.17.0.2 88"**

exec: add lb vserver cpx-vip HTTP 172.17.0.2 88

Done
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exec: bind 1lb vserver cpx-vip webl

Done

exec: bind 1lb vserver cpx-vip web2

Done

root@44calc6c0907:~\#

exec: show 1lb vserver cpx-vip

State: UP

Effective State: UP

Client Idle Timeout: 180 sec

Down state flush: ENABLED

Disable Primary Vserver On Down

Appflow logging: ENABLED

Port Rewrite : DISABLED
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root@44calc6c0907:~\# **cli\_script.sh "bind lb vserver cpx-vip web1"**

root@44calc6c0907:~\# **cli\_script.sh "bind 1lb vserver cpx-vip web2"**

root@44calc6c0907:~\# **cli\_script.sh 'show lb vserver cpx-vip'**

cpx-vip (172.17.0.2:88) - HTTP Type: ADDRESS

Last state change was at Mon Jun 5 19:01:49 2017

Time since last state change: 0 days, 00:00:42.620

No. of Bound Services : 2 (Total) 2 (Active)

121



NetScaler CPX 14.1

Configured Method: LEASTCONNECTION

Current Method: Round Robin, Reason: A new service is bound BackupMethod:
ROUNDROBIN

Mode: IP

Persistence: NONE

Vserver IP and Port insertion: OFF

Push: DISABLED Push VServer:

Push Multi Clients: NO

Push Label Rule: none

L2Conn: OFF

Skip Persistency: None

Listen Policy: NONE

IcmpResponse: PASSIVE

RHIstate: PASSIVE

New Service Startup Request Rate: © PER\_SECOND, Increment Interval: 0

Mac mode Retain Vlan: DISABLED

DBS\_LB: DISABLED

Process Local: DISABLED

Traffic Domain: ©

TROFS Persistence honored: ENABLED

Retain Connections on Cluster: NO
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2\) webl (172.17.0.3: 80) - HTTP State: UP Weight: 1

3\) web2 (172.17.0.4: 80) - HTTP State: UP Weight: 1

Done

root@44calc6c0907:~\#

(external)$ **curl 104.199.209.157:50000**

\<\!DOCTYPE html\>

\<html\>

\<head\>

\<title\>Welcome to nginx\!\</title\>

\<style\>

body {

width: 35em;

margin: O auto;

font-family: Tahoma, Verdana, Arial, sans-serif;

\</style\>

\</head\>

\<body\>

\<h1\>Welcome to nginx\!\</h1\>

\<p\>If you see this page, the nginx web server is successfully installed
and
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working. Further configuration is required.\</p\>

\<p\>For online documentation and support please refer to

\<a href="http://nginx.org/"\>nginx.org\</a\>.\<br/\>

Commercial support is available at

\<a href="http://nginx.com/"\>nginx.com\</a\>.\</p\>

\<p\>\<em\>Thank you for using nginx.\</em\>\</p\>

\</body\>

\</html\>

(external)$

(external)$ for i in {1..100} ; **do curl http://104.199.209.157:50000
-0 /dev/null ; done**

% Total % Received % Xferd Average Speed Time Time Time
Current

Dload Upload Total Spent Left
Speed

100 612 100 612 (0] (0] 1767 @ ==f==0== ==f==0== ==i==(==
1768
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% Total
Current

Speed

100 612
1894

% Total
Current

Speed

100 612
1883

% Total
Current

Speed

100 612
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% Received % Xferd

100

% Received % Xferd

100

% Received % Xferd

100

612

612

612

Average Speed

Dload Upload

1893 (C]

Average Speed

Dload Upload

1884 (0]

Average Speed

Dload Upload

1917 (0]

Time Time Time

Total

Spent Left

Time Time Time

Total

Spent Left

Time Time Time

Total Spent Left
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1924

% Total

Current

Speed

100
1883

612

% Total
Current

Speed

100
1848

612

% Total
Current

Speed

% Received % Xferd

100

612 0 0

% Received % Xferd

100

612 (C] (C]

% Received % Xferd
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Average Speed

Dload Upload

1877 0

Average Speed

Dload Upload

1852 (C]

Average Speed

Dload Upload

Time Time Time
Total Spent Left
Time Time Time
Total Spent Left
Time Time Time
Total Spent Left
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100
1865

612

% Total
Current

Speed

100
1888

612

% Total
Current

Speed

100
1800

612

% Total
Current

Speed

100 612 (C] (C]

% Received % Xferd

100

612 (0] (0]

% Received % Xferd

100

612 (0] (0]

% Received % Xferd
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1860 (C]

Average Speed

Dload Upload

1887 (0]

Average Speed

Dload Upload

1802 (0]

Average Speed

Dload Upload

Time Time Time
Total Spent Left
Time Time Time
Total Spent Left
Time Time Time
Total Spent Left
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160 612 100 612 0 0 1902 O --i--f-- --l--l-- --i--i--
1906

% Total % Received % Xferd Average Speed Time Time Time
Current

Dload Upload Total Spent Left

Speed
100 612 100 612 0 0 1843 O --1--1-- --l--1-- --i1--1--
1848

% Total % Received % Xferd Average Speed Time Time Time
Current

Dload Upload Total Spent Left

Speed
100 612 100 612 0 0 1862 O --1--1-- --i--1-=- --i--:!--
1860

% Total % Received % Xferd Average Speed Time Time Time
Current
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Dload Upload Total Spent Left
Speed

100 612 100 612 (0] (0] 1806 B ==f==8== ==f==0== ==i==f==
1810

% Total % Received % Xferd Average Speed Time Time Time
Current

Dload Upload Total Spent Left
Speed

100 612 100 612 (0] (0] 1702 @ ==f==0== ==f==0== ==i==(==
1704

(external)$

root@44calc6c0907:~\# **cli\_script.sh 'stat 1lb vserver cpx-vip'**

exec: stat 1lb vserver cpx-vip
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actSvcs

Cpx-vip
100

cpx-vip

Virtual Server Summary

VSVrIP

172.17.0.2

inactSvcs

Virtual Server Statistics
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port

88

Protocol

HTTP

Rate (/s)

State

upP

Health

Total

130



NetScaler CPX 14.1

Vserver hits 0] 101
Requests 0 101
Responses 0 101
Request bytes 0 8585
Response bytes 0 85850
Total Packets rcvd 0 708
Total Packets sent 0 408
Current client connections -- 0
Current Client Est connections -- 0
Current server connections -- 0
Current Persistence Sessions -- 0
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Requests in surge queue -- 0
Requests in vserver's surgeQ -- 0
Requests in service's surgeQs -- 0
Spill Over Threshold -- 0
Spill Over Hits -- 0
Labeled Connection -- 0
Push Labeled Connection -- 0
Deferred Request 0 0
Invalid Request/Response -- 0
Invalid Request/Response Dropped -- 0
Vserver Down Backup Hits -- 0

© 1997-2026 Citrix Systems, Inc. All rights reserved. 132



NetScaler CPX 14.1

Current Multipath TCP sessions -- 0
Current Multipath TCP subflows -- 0
Apdex for client response times. -- 1.00
Average client TTLB -- 0
web1 172.17.0.3 80 HTTP upP 51

0/s

web2 172.17.0.4 80 HTTP upP 50

0/s

Done

root@44calc6c0907:~\#
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NetScaler CPX i [EHEBR

AN RS ERRR T AN A HEE IS 1T A NetScaler CPX B ATREIBRIMIRIRL, @3 AN, FalUKkERE
LMERRE, Fi 35 NetScaler CPX ZEFACEHE X BY—LE s Wil @i AT 5 7E.

» At NetScaler CPX HHINEHFEHRAREZEES ?

NEFEARZE T LLIR NetScaler CPX WHFINEFEHAES NetScaler CPX MIRIERSE (0OS) 1L
HBESMERNERATEN. NetScaler CPX BAEMBRIERGNRRIVNMVENTFHA T EMERE
Eo =4, BT NetScaler CPX NEIREDE T RIVNMERNE, ALtAFERESLES. =
£, FE%& NetScaler CPX #ERMRAN K, WNEZZIRRIFKIEN, NetScaler CPX R MIRIERSR
BENRTNNANTE, REERAEHEZIEMN, NTTSRREERERES,

Ett, ETF NetScaler CPX HIEhESAEDACSKES, NetScaler CPX BE ETRRESNAFEERER, X
KT EXNERENESFE, MABIBERERE.

o YN{AIZE NetScaler CPX BHE ?

1R NetScaler CPX 2fEF tty:true EIMEREM, E0ILUER kubectl logs MG EE
NetScaler CPX B&. ZRILUEITUTHSRERBE

kubectl logs &lt;pod-name> [-c &lt;container-name>] [-n &lt;namespace-
name>]

i,

kubectl logs cpx-ingressl1-69b9b8c648-t8bgn -c cpx -n citrix-adc

UTRER tty:itrue EIERE NetScaler CPX pod BYRA :

containers:
- name: cpx-ingress
image: "quay.io/citrix/citrix-k8s-cpx-ingress:13.0-58.30"

tty: true
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securityContext:

privileged: true

env.

& A LA7E NetScaler CPX R ZiH /cpx/log/boot.log XHEFHREIEZE A E.

AE . B3REY pod %5, 1B3E1T kubectl get pods -o wide @M%,

« Y0{AIM NetScaler CPX WWER AL 14 ?

1A LUTE Kubernetes £ 589 shell RE ST TS LAUE NetScaler CPX AT IF -

kubectl exec &lt;cpx-pod-name> [-c &lt;cpx-container-name>] [-n
&1t;namespace-name>] /var/netscaler/bins/cli_script.sh "show
techsupport"

&R LUTE NetScaler CPX X424 var/tmp/support BRHPEER AL IFE, A scp
kubectl cp AL IFEM NetScaler CPX £ #E|FTE BiR.

an I

root@localhost# kubectl exec cpx-ingressl1-55b9b6fc75-t5kc6 -c cpx -n
citrix-adc /var/netscaler/bins/cli_script.sh "show techsupport"

exec: show techsupport
Scope: NODE
Done
root@localhost# kubectl cp cpx-ingressi1-55b9b6fc75-t5kc6:var/tmp/
support/collector_P_192.168.29.232_31Aug2020_07_30.tar.gz /tmp/

collector_P_192.168.29.232 31Aug2020_07_30.tar.gz -c cpx

root@localhost# 11 /tmp/
collector_P_192.168.29.232_31Aug2020_07_30.tar.gz

© 1997-2026 Citrix Systems, Inc. All rights reserved. 135



NetScaler CPX 14.1

-rw-r--r-- 1 root root 1648109 Aug 31 13:23 /tmp/
collector_P_192.168.29.232_31Aug2020_07_30.tar.gz

« NetScaler CPX pod A+ ATEE&IBT£1F ?

RO LU#ER  kubectl describe pods @G HRZE pod K. BITUTEHRUT ## pod K :

kubectl describe pods &lt;pod-name> [-c &lt;container-name>] [-n

&lt;namespace-name>]

aN il

kubectl describe pods cpx-ingress1-69b9b8c648-t8bgn

INR pod FHETBEERD, NHTHEE pod B,

« YN{A7E NetScaler CPX pod #1 Kubernetes 5522 8] & HISX 4 ?

EINERA Docker BYEIEHINAERS  /cpx B REHBIENA XRS5 AR NetScaler CPX &
R EFHEMZOFRME, NASNEMEEZIETEERR LRI

IS UERA U TE—ESTE NetScaler CPX pod #1 Kubernetes £ s 28] § #3044 :

kubectl cp : ERILUETTIA TSR XHM pod EFIEIT S -

kubectl cp &lt;pod-name>:&lt;absolute-src-path> &lt;dst-path> [-c
&lt;container-name>] [-n &lt;namespace-name>]

B

root@localhost:~# kubectl cp cpx-ingress-596d56bb6-zbx6h:cpx/log/
boot.log /tmp/cpx-boot.log -c cpx-ingress

root@localhost:~# 11 /tmp/cpx-boot.log

-rw-r--r-- 1 root root 7880 Sep 11 00:07 /tmp/cpx-boot.log

scp : BRI AEA LSS 7E NetScaler CPX pod 1 Kubernetes T3 22 [8] & &I . STIiTA e
DM pod EHEIT R, HRTWAZER, R SSH AFES !
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scp &lt;user>@&1lt;pod-ip>:&1t;absolute-src-path> &lt;dst-path>

A

root@localhost:~# scp nsroot@192.168.29.198:/cpx/log/boot.log /tmp/cpx-
boot.log

nsroot®192.168.29.198's password:

boot.log

100% 7880 5.1MB/s 00:00

root@localhost:~#

« AN{AI7E NetScaler CPX LHk#uREa 2

E1F NetScaler CPX A EEES, EfEA kubectl exec %S /EEN NetScaler CPX BY shell
Rl BITUTHSLUEBE NetScaler CPX pod B9 shell Rl :

kubectl exec -it pod-name [-c container-name] [-n namespace-name] bash

B

kubectl exec -it cpx-ingress1-69b9b8c648-t8bgn -c cpx -n citrix-adc
bash

kR, BT e SRR R

cli_script.sh “start nstrace -size 0”

RGBS IEIEEFITREHIR, BBTU TS !

cli script.sh “stop nstrace”

& AT LA7E NetScaler CPX X345 £ /ecpx/nstrace/time-stamp B RHPEEHRE .cap XHEH
HIEIE L.

o Eff NetScaler CPX f£F | LS_IP=<ADM-IP> BT EIRE, N FalIERSZERTIKREE ?
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FAfRRILAMERZE NetScaler CPX BV s if1a) 1 F Al IEAR 388 IR AT LUER ping <ADM-IP> @
ISIEM NetScaler CPX T =%) NetScaler Console HYZEE,

AR AT AMTI = I51R] NetScaler Console, NWATITE /cpx/log/boot.log XA IEIEIFRIIEARSS 28
BB HE . XA LAER NetScaler CPX pod B9 shell RE_EHIUL TS EFAEARS 2580
=

cli_script.sh "show licenseserver"

Bl

root@cpx-ingress-596d56bb6-zbx6h:/cpx/log# cli_script.sh "show

licenseserver"
exec: show licenseserver

ServerName: 10.106.102.199Port: 27000 Status: 1 Grace: O
Gptimeleft: 720

Done

« Bf§f7E NetScaler CPX LR INECEFANIEARSZ 235, /91t NetScaler CPX E{hREZE ML IF
BI3E ?

7£ /cpx/log/boot.log X IIEF AR B HE. EEAI LA NetScaler CPX pod B shell &
E LRI TS IEIE NetScaler CPX EERERMALIFRTIE -

cli script.sh “show capacity”

T,

root@cpx-ingress-596d56bb6-zbx6h:/cpx/log# cli_script.sh "show
capacity"

exec: show capacity
Actualbandwidth: 1000 MaxVcpuCount: 2 Edition: Platinum unit:

Mbps Bandwidth: ©° “Maxbandwidth: 40000 Minbandwidth: 20
Instancecount: 1
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Done

o, EMRFAERIFEIEX A B LEEIFAEARSS 88, 7E NetScaler CPX LR IHECEFAIIE
RSB E, EARRTUERU TR IIEF RS 28 £ 8] BEYIFAIIE, £ NetScaler CPX pod
1 shell RE LB 1T1Z6% !

cli script.sh “sh licenseserverpool”

NI

root@cpx-ingress-596d56bb6-zbx6h:/cpx/log# cli_script.sh "show

licenseserverpool"

exec: show licenseserverpool
Instance Total 3 B
Instance Available P4
Standard Bandwidth Total : O Mbps
Standard Bandwidth Availabe : O Mbps
Enterprise Bandwidth Total : O Mbps
Enterprise Bandwidth Available : 0 Mbps
Platinum Bandwidth Total : 10.00 Gbps
Platinum Bandwidth Available : 9.99 Gbps
CP1000 Instance Total : 100
CP1000 Instance Available : 100

Done

o 24 NITRO API A M NetScaler CPX W%] Connection Refused "a[z ?
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M NetScaler CPX 12.1 ik AFF4E, NITRO API BFYERIAERCOR 9080 (FR%&4L) #9443 (&
) , HREZEIXIHIEA NetScaler CPX B9 NITRO Iw%O7E pod LEAF. ERILLETT
kubectl describe 5 TE NetScaler CPX Basaf70EE NetScaler CPX A 25092 FF #1851
w0

kubectl describe pods &lt;pod-name> | grep -i port

NI
ng472 | grep -i port

Ports: 80/TCP, 443/TCP, 9080/TCP, 9443/TCP

Host Ports: 0/TCP, ©/TCP, O/TCP, O/TCP
NS_HTTP_PORT: 9080
NS_HTTPS_PORT: 9443

Port: <none>

Host Port: <none>
NS_PORT: 80

o MERERRELVERE, N4 NetScaler CPX HHY NSPPE #i2{ha S AAES CPU /8
x?

908 NetScaler CPX fF | CPX_CONFIG='{“YIELD”:”N0"}' IMBETEIE, ELKEXNRE
‘YEFRE, NSPPE HiZEtHS M 100% B CPU AR, INREARFE NSPPE #i245H CPU
AR, MMREARER CPX_CONFIG='{“YIELD”:”N0"} IFIETEMIE N FEFZE NetScaler
CPXo. ZRMAERT, CPX i NSPPE #IZECE A G AT HRE CPU AR

o 71t NetScaler CPX ENEE X MZ] NetScaler Console FREMIFIE T EHITIHE, HkE
NetScaler Console %! ?

&R LUTE NetScaler CPX X% 45 B /cpx/log/boot.log XEH#%E) NetScaler CPX SEME|
NetScaler Console FJH&o

EaILAfER  ping @S M NetScaler CPX pod 3&iF NetScaler Console IP #i3tEY BT i a]) M, It
4, EHATRA NetScaler CPX BEsECE T FAB X FHEH NetScaler Console JEAHMET £,
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o | NS_MGMT_SERVER : 57 ADM IP #13it5% FQDN,
o 'HOST :3#EET & IP ik,
o | NS_HTTP_PORT :15E TR LMRETRY HTTP tmOo
o NS_HTTPS_PORT : 8T R LMRGHY HTTPS %,
o | NS_SSH_PORT :#EETI R LMREIAY SSH im,
o ' NS_SNMP_PORT : 5T = LRRSTHY SNMP %[,
o NS_ROUTABLE : NetScaler CPX pod IP #ititFo5E MAERER H.o
o 'NS_MGMT_USER : & ADM AF %,
° ' NS_MGMT_PASS : }E7E ADM %3,
« S nsroot AFMIEILfE, N4 cli_script.sh =87 Invalid user name or password §&

RHR?

4 cli_script.sh =& NetScaler CPX £ NSCLI WBELRIEF. ENE— I SKIEASD
SFFTERIXMRFBET, EINSHENENEIE. MR nsroot AFRNEBEEWN, NHE
FHERIEAE _NESEURME cli_script.sh o ERILUBTU TS U EREESIT

cli_script.sh “&lt;command>" “:&lt;username>:&1t;password>"
ol

root@087alel34642d:/# cli_script.sh "show ns ip"

exec: show ns ip
ERROR: Invalid username or password
root@087ale34642d:/# cli script.sh "show ns ip" ":nsroot:nsroot123"

exec: show ns ip
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o« AN+ 1EA root # nsroot FIF SSH E] NetScaler CPX 2K ?

Ipaddress Traffic Domain
Icmp Vserver State

172.17.0.3 (0]

Enabled NA Enabled

192.0.0.1 (0]

Enabled NA Enabled

Done

Type

NetScaler IP

SNIP

Mode

Active

Active

Arp

Enabled

Enabled

M 13.0-64.35 kR AFF44, NetScaler CPX £/ SSH P (root # nsroot ) £RHEHE
INBRD, RS RFIEREE, NMTATLLTE NetScaler CPX XHERZK LEY  /var/
deviceinfo/random_id H#%E] SSH APV,
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fix

This is the content for the sample heading topic. It is hidden from the main table of contents but

remains accessible via links.
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